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EXECUTIVE  SUMMARY 


This  report  documents  the  results  of  Phase  I  of  the  Small  Business  Innovation 
Research  (SBIR)  Program  to  study  methods  of  EMP  mitigation  or  hardening  options  for 
medical  equipment.  The  purpose  of  Phase  I  was  to  examine  EMP  vulnerabilities  of 
medical  equipment  and  to  form  a  technical  basis  for  definition  of  hardening  options.  To 
accomplish  this,  1.)  site  surveys  were  conducted  of  the  deployable  MUST  (Medical  Unit 
Self-contained  Transportable)  and  MASH  (Mobile  Army  Surgical  Hospital)  field 
hospitals,  2.)  equipment  manuals  were  obtained,  3.)  shielding  effectiveness  of  shelters 
was  examined,  4.)  EMP  vulnerability  screens  were  carried  out  on  critical  equipment,  5.) 
summaries  of  vulnerabilities  were  documented,  and  6.)  feasible  hardening  options  were, 
identified. 

The  information  collected  and  analyses  completed  during  Phase  I  of  this  SBIR 
program  provides  a  good  database  for  use  in  achieving  the  Army's  goal  of  protecting 
critical  medical  equipment  against  EMP. 

Critical  equipments  have  been  identified  and  are  listed  in  this  report.  Seventeen 
of  these  equipments  were  assessed  for  EMP  vulnerability.  Of  tnese,  eleven  were  found 
to  be  vulnerable  to  EMP.  The  results  indicate  the  probable  vulnerability  of  many  types 
of  medical  equipment.  Actual  tests  of  equipment  at  Harry  Diamond  Laboratories  have 
served  to  support  this  conclusion. 

Observations  made  from  the  site  surveys  indicate  that,  in  the  present  unprotected 
state,  equipment  in  Temper  tents  would  probably  be  damaged  during  an  exposure  to 
EMP.  With  an  unprotected  power  grid,  even  equipment  in  the  ISO-shelters  (Inter-’ 
national  Organization  for  Standardization)  presently  in  use  would  have  a  high  proba¬ 
bility  of  damage. 

All  the  equipment  surveyed  in  this  program  will  not  be  hardened  to  EMP.  One 
reason  for  this  is  that  a  large  part  of  the .  equipment  in  present  use  will  be  replaced. 
Another  reason  is  that  about  60%  of  the  equipment  will  be  located  in  ISO-shelters,  and 
thus,  be  at  least  partially  protected  from  EMP.  This  equipment  will  be  fully  protected 


when  hardened  ISO-sheiters  come  into  use,  and  when  protection  has  been  deployed  in 
the  power  grid. 

Techniques  for  protecting  individual  equipments  are  presented  and  discussed. 
There  will  be  some  units  which  are  critical  and  which  can  be  deployed  in  unprotected 
areas.  These  units  must  be  identified  and  hardened  individually.  One  candidate  is  the 
Hi-Cap  X-ray  unit  presently  in  the  procurement  process.  Standardized  layouts 
developed  by  the  Defense  Medical  Standardization  Board  (DMSB)  will  facilitate 
identification  of  other  equipments  to  be  hardened. 

Most  of  the  new  units  are  off-the-shelf  items.  Units  selected  for  individual 
hardening  will  then  require  a  form  of  a  product  improvement  program  (PIP)  to 
implement  and  maintain  the  hardening. 

The  PIP  will  involve  screening  and  testing  to  determine  which  equipment  doesn't 
survive  and  must  be  retrofitted  with  hardening.  Cost-effective  test  methods  will  have 
to  be  utilized.  This  will  call  for  use  of  small  simulators  or  pin-injection  testing,  which 
are  fast  and  relatively  inexpensive.  .IRT  nas  such  facilities  in-house. 

In  its  Phase  I  SBIR  program, IRT  has  demonstrated  a  methodology  for  preliminary 
EMP  vulnerability  screening  of  medical  equipment.  An  approach  has  been  demonstrated 
whereby  seventeen  equipments  have  been  screened  in  a  short  time  period  under  a  cost- 
effective  program. 

Phase  II  of  this  work  should  develop  a  sound  EMP  protection  program  for  medical 
equipment,  where  selected  equipments  will  be  screened,  tested,  and  retrofitted.  Some 
important  elements  and  issues  for  this  program  have  been  discussed  above.  Details  for 
this  program  will  be  discussed  in  IRT's  Phase  II  proposal. 


1.  INTRODUCTION 

The  high  altitude  nuclear  burst  presents  a  potential  threat  to  sensitive  ground- 
based  electronic  equipment  from  its  radiated  electromagnetic  pulse  (EMP).  This  study, 
sponsored  under  the  Small  Business  Innovation  Research  (SBIR)  program,*  was  under¬ 
taken  to  establish  vulnerabilities  and  to  identify  feas  ole  EMP  mitigation  or  hardening 
options  for  medical  equipment. 

Initial  steps  in  this  study  were  to  compile  equipment  lists,  and  to  identify  the 
equipments  considered  most  critical  to  maintaining  acceptable  patient  handling  capabil¬ 
ity  in  a  deployable  military  hospital.  Sources  of  data  include  USAMBRDL,  Fort 
Detrick,  the  Harry  Diamond  Laboratories  Woodbridge  Research  Facility  (HDL  WRF),  US 
Army  Natick  Research  and  Development  Center,  Site  Surveys,  and  the  National 
Maintenance  Point,  Fort  Detrick.  Two  site  surveys  were  conducted  to  gain  first-hand 
knowledge  about  existing  equipment  and  its  deployment.  The  first  was  at  the  10th 
MASH  unit  at  Fort  G.G.  Meade,  MD,  and  the  second  was  at  the  Sth  Evacuation  Hosptial, 
deployed  in  the  field  at  Camp  Roberts,  CA. 

Once  critical  equipments  were  identified,  service  manuals  were  obtained  to 
evaluate  likely  modes  of  EMP  susceptibility.  This  susceptibility  screening  was  limited 
to  interface  and  input/output  (I/O)  circuits.  Hence,  power  and  sensor  or  control  lines 
were  treated  as  the  primary  collectors  of  EMP.  Vulnerability  assessments  were  based 
on  application  of  a  damped  sinusoid  pulse  for  the  EMP  threat.  The  pulse  parameters 
were  derived  from  response  data  measured  for  an  Electrosurgical  Apparatus  at  the 
AESOP  facility,  HDL  WRF. 


*  This  work  was  sponsored  under  Contract  No.  DAMD1 7-S6-C-6069,  t J 5  Army  Medical 
Research.  Acquisition  Activity,  SGRD-RMA-RC,  Fort  Detrick,  MD  2 1 70 1  - 50 i 4 
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2.  CRITICAL  EQUIPMENT  SELECTION 


Units  addressed  in  this  study  were  selected  from  medical  equipment  inventory 
lists  and  site  surveys.  Interviews  with  commanding  officers  and  maintenance  and  supply 
personnel  served  to  identify  equipments  considered  most  critical  in  the  military 
hospital.  The  units  which  were  consistently  referenced  are  tabulated  below,  along  with 
location  of  use  (Ref.  10,  11). 

a.  Emergency  Room 

1.  Electrocardiograph 

2.  Defib'illator  and  Cardioscope 

3.  Field  Suction  Unit 

b.  Operating  Room 

1.  Electrosurgical  Apparatus 

l.  Defibrillator 

3.  Surgical  Lights 

<:.  Laboratory 

1.  Flame  Photometer 

2.  pH  Blood  Gas  Analyzer 

d.  X-Ray  Room 

1.  X-Ray  Apparatus  and  Fluoroscope 

e.  Intensive  Care  Ward 

! .  Field  Suction  Unit 

2.  Respirator 

Additional  guidance  on  the  selection  of  equipment  was  gained  front  interviews 
With  seven  surgeons  conducted  by  Maj.  Vandre  (Ref  3).  The  survev  group  consisted  of 
four  generals,  two  orthopedic  surgeons,  and  one  thoracic  surgeon.  Ail  but  one  had 
■uther  war  experience  or  heavy  trauma  experience,  A  category  ar.d  ranking'  was 


assigned  as  an  aid  to  judging  the  relative  importance  of  the  various  types  of  equipment, 
A  listing  of  the  survey  results  is  given  below. 


Table  2.1  Critical  Equipment  Ranking  (Maj.  Vandre)  (Ref  i) 

Category  1  -  .  CRITICAL,  many  lives  would  be  lost  if  this  item  were 

destroyed. 

Category  2  -  IMPORTANT,  some  lives  would  be  lost. 

Category  3  -  UNIMPORTANT,  could  get  along  without  it  but  with  reduced 
capacity. 

*  -  Indicates  data  obtained  on  item  by  IRT. 

item  category/ranking 

1.  Surgical  Lights  1.14 

2.  X-Ray  Apparatus  without  Flouroscope  1.33* 

3.  Resuscitator  1.43* 

4.  Electrosurgical  Apparatus  1.57* 

4.  Respirator,  Positive  Pressure  1.37* 

6.  Electrical  Generator  1.67 

7.  X-Ray  Apparatus  with  Flouroscope  1.33 

5.  Physiological  Functions  Monitor:  ECG,  Temp,  BP  2.00 • 

3.  Respirator,  Intermittent  Positive  Pressure  2.00 

10.  Defibrillator  and  Cardioscope  2.14» 

11.  Blood  Gas  Apparatus  2.30* 

12.  Hematology  with  Platelets  Analyzer  2.67 

12.  X-Ray  Mobile  Image  Intensilier  2.67 

14.  Electronic  IJltransonic  Sphygmomanometer  2.71 

14.  Angiographic  Injection  System  2.71 

14.  Automatic  Digital  Blood  Cell  Counter  2.71 

17.  Electrolytic  Solution  Analyzer  2.33 

17.  Chemistry  Analyzer  2.33 

1  7.  Ultrasonic  Unit  2.33 

20.  Electroencephalograph  3.00 


Table  2.1  (Continued) 

ITEM  CATEGORY/RANKING 


20. 

2-Channel  Electroneptagmograph  recorder 

3.00 

20. 

Audiometer 

3.00 

20. 

Hemodialysis  Apparatus 

3.00 

20. 

Automatic  Hypodermic  Injection  Apparatus 

3.00 

20. 

Densitometer-Fluorometer  Electrophoresis 

3.00 

20. 

Automatic  Flame  Photometer 

3.00* 

20. 

Ultraviolet  Spectrophotometer 

3.00 

20. 

Electrophoretic  Scanner 

3.00 

20. 

Co-Oximeter 

3.00 

20. 

Digital  Chloride  Meter 

3.00 

20. 

CAT  Scanner 

3.00 

Circuit  diagrams,  parts  lists,  or  complete  service  manuals  were  collected  for  the 
equipments  listed  below.  The  majority  of  the  literature  available,  but  not  all,  contained 
sufficient  identification  of  parts  to  construct  EMP  susceptibility  models. 


Table  2.2  Manuals/Data  Collected  By  IRT 


1.  X-Ray  Apparatus  2MA,  120KVP 

2.  '  X-Ray  100MA-100KVP  Transp 

3.  Portaray  Dental  X-Ray 

4.  Oxygen  monitor 

5.  Resuscitator,  Field-Globe 

6.  ECG  -  HP  1500B 

7.  ECG  -  Birtcher  339 

8.  ECG  -  Burdick  EK/3A  673 

9.  Defibrillator  Lifepak  33 

10.  ESA  Neomed  3000 

11.  ESA  Birtcher  771 

12.  Respirator  -  Bennett  MA-l 

13.  Flame  Photometer. 343(IL) 

14.  Blood  Gas  Analyzer  1L1 13 

15.  Xenon  Endoscopic  Light  Source 

16.  Vari  MIX  III  Amalgomator 

17.  Volumetric  Infusion  Pump 

18.  Oothalmic  Diathermy  TR  3000 

19.  RICH-MAR  Ultrasonic  Unit 

20.  Spectrophotometer  -  Stasar 
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3.  FIELD  HOSPITAL  LAYOUT 

The  10th  MASH  and  the  Sth  Evacuation  Hospital  units  were  visited  to  survey 
equipment  and  its  deployment.  The  10th  MASH  was  not  deployed  in  the  field  at  the 
time  of  the  visit,  but  critical  equipments  were  identified  from  interviews  with  key 
personnel.  A  diagram  of  the  MASH  unit  is  shown  in  Figure  3.1.  This  hospital  is  a  sixty- 
bed  unit,  sheltered  in  Temper  tents  and  International  Standards  Organization  (ISO) 
shelters. 

The  8th  Evacuation  Hospital  was  visited  in  the  field  at  Camp  Roberts,  CA.  This 
hospital  was  sheltered  in  the  MUST  configuration  shown  in  Figure  3.2.  The  MUST 
utilizes  inflatable  shelters.  The  inflatable  shelter  is  being  phased  out  because  of 
excessive  iuel  requirements  to  operate  the  air  compressors.  Hence,  equipment 
locations  and  shelter  configurations  will  change  as  obsolete  material  is  replaced. 

Hospital  layout  and  prescribed  equipments  are  undergoing  a  program  of  standard¬ 
ization  (under  charter  of  the  Defense  Medical  Standarization  Board).  Standardized 
medical  equipment  sets  are  being  developed  for  Level  III  Corps  and  Level  IV  COMMZ 
Hosptial  functions  (Ref  7).  These  sets  consist  of  complete  functional  modules  including 
the  appropriate  shelter,  if  required.  To  date,  these  include  the  operating  room,  central 
material  service,  x-ray,  pharmacy,  laboratory,  blood  bank,  triag^/emergency/pre-op, 
wards,  physical  therapy,  optometry,  and  general  dentistry.  The  impact  of  this 
standardization  program  may  be  to  reduce  the  number  of  different  EMP  protective 
measures  required  for  medical  equipment  (i.e.,  equipment  relocation  and  selection  of 
appropriate  shelter  type,  where  feasible,  may  provide  adequate  protection,  and  reduce 
the  need  for  protection  at  the  box  level).  The  next  section  discusses  the  types  of 
shelters  available  for  deployable  medical  systems,  and  summarizes  data'  on  shielding 
effectiveness  against  EMP. 
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Figure  3.1  10th  MASH  Hospital  layout 


s 


3.2  8th  Evacuation  Hospital  (MUST)  shelter  and  power  layout. 


4.  SHELTER  TYPES 

The  basic  shelter  types  used  for  the  deployable  rredical  hospital  are  the  TEMPER 
and  the  ISO  shelter.  The  TEMPER  provides  no  shieidirg  against  EMP.  The  ISO  shelter 
provides  some  residual  shielding  (less  than  20dB)  against  EMP  due  to  its  metalic  skin, 
and  can  be  upgraded  for  significant  EMP  protection.  Cescription  of  these  shelter  types 
follow  in  sections  4.1  and  4.2.  Section  4.3  summarizes  EMP  shielding  effectiveness  data 
for  mobile  tactical  shelters. 

4.1  TEMPER 

The  Temper  features  an  aluminum  frame  and  a  cotton,  wind  resistant  sateen, 
outer  skin.  Minimum  dimensions  of  the  extendable  tent  are  as  follows: 

Length:  8  feet 

Width:  20  feet 

Ridge  Height:  10  feet 

Eave  Height:  6  feet,  9  inches 

Included  with  the  basic  tent  are  a  16-foot  fly  or  an  8-foot  long  fly,  with  metal 
eave  and  ridge  extenders,  and  a  vestibule;  covers  are  provided  for  each  tent  section; 
tent  is  procurable  in  varied  lengths  and  can  be  assembled  in  different  configurations 
depending  on  the  arrangement  and  number  of  window  or  door  sections  utilized;  large 
screened  openings  in  the  walls  and  roof  of  the  tent  make  it  suitab'e  for  tropical  or 
desert  operations,  particularly  when  the  flies  are  installed;  tent  sections  without  roof 
openings  are  available  for  temperate  climate  uses. 

Provisions  are  made  in  these  tent  sections  for  heating,  i.e.,  heater  duct  sleeves  in 
the  endwalls  of  the  tent,  or  stovepipe  shields  in  the  roof;  a  matching  sectionalized  liner 
with  a  sectionalized  single  ply-coated  fabric  or  insulated  floor  art.  also  available. 

The  estimated  weight  and  cube  for  a  TEMPER  shelter  32  feet  long  consisting  of 
tent,  frame,  liner,  and  fly  are  as  follows: 

20  feet  wide  x  32  feet  long;  weight:  802  lbs.  cube:  75  ou  feet. 
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4.2  ISO  SHELTERS 


Engineers  at  the  US  Army  Natick  R&D  Center  are  responsible  for  the  design  of 
the  Army  Standard  Family  of  Rigid  Wall  Tactical  ISO  Shelters  (Ref  6).  The  shelters  are 
for  use  in  situations  requiring  a  highly  mobile,  environmentally  controlled,  work-in/live- 
in  space.  The  initial  general  purpose  family  of  shelters  consists  of  three  models: 


MODEL 


USEABLE  FLOOR  SPACE 


Non-Expandable 
One-Side  Expandable 
Two-Side  Expandable 


150  sq  ft 
275  sq  ft  2:1  . 
400  sq  ft  3:1 


All  three  models  conform  to  the  container  standards  of  the  International 
Organization  for  Standardization  (ISO)  and  have  exterior  dimensions  of  8'x?'x20'  when  in 
their  transporation  mode.  They  are  compatable  with  the  Army  as  well  as  commercial 
material  handling  equipment  and  can  be  transported  by  all  modes  of  transportation 
including  cargo  container  ships.  The  three  types  of  ISO  shelters  are  shown  in  Figure 
4.1. 

These  shelters  are  designed  to  replace  the  large  number  of  special  purpose  non¬ 
standard  (non-supportable)  shelters  currently  in  the  Army  inventory  as  well  as  to 
provide  a  general  purpose  field  shelter  capability  that  was  previously  unavailable  for 
areas  such  as  field  hospital  operating  rooms,  diagnostic  test  centers,  maintenance 
shops,  computer  centers,  C^I  operations,  field  kitchens,  etc. 

Integrated  Logistics  Systems  (ILS)  principles  have  been  incorporated  throughout 
the  design  of  these  shelters.  Standardization  of  components  has  been  maximized.  In 
the  event  a  piece  of  equipment  becomes  obsolete,  or  a  particular  function  is  no  longer 
required,  this  standard  shelter  can  be  re-cycled  for  an  entirely  different  purpose.  The 
standardization  of  the  shelters  greatly  simplifies  maintenance  and  support  require¬ 
ments. 

The  shelters  are  constructed  of  nonmetallic  honeycomb  core  thermally  bonded  to 
aluminum  skins  which  allow  the  users  to  mount  hardware  or  equipment  anywhere  on  the 
panels.  Each  shelter  has  built-in  systems  for  three  phase  electrical  distribution, 
internal  fluorescent  lignts,  and  external  area  light  and  interface  for  external  environ¬ 
mental  control  units.  Each  is  equipped  with  leveling  jacks  and  can  be  erected  in  the 
field  without  special  tools.  The  shelter,  with  payload,  has  a  gross  weight  capacity  of 
15,000  lbs. 
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Natick  Research  3c  Development  Center  is  presently  developing  kits  for  upgrading 
the  shelter  to  counter  threats  and  enhance  capabilities  for  specific  users.  These  kits 
include  chemical  protection,  electromagnetic  interference  (EMI)  protection,  electro¬ 
magnetic  pulse  (EMP)  protection,  ballistic  protection,  blast  and  thermal  protection  and 
the  capability  to  provide  additional  functional  space  in  the  field  by  complexing  the 
shelters  or  attaching  knockdown  hardwall  extendible  kits  to  the  basic  configurations. 

The  EMI  Shielding  Kit  installed  in  an  Expandable  ISO  Shelter  will  provide  60  dB  of 
attenuation  to  Electromagnetic  Fields  over  a  frequency  range  of  150  KHz  to  10  GHz.  A 
unique  use  of  flexible  shielding  material  will  be  made  to  shield  expanding  portions  of 
the  shelter.  These  flexible  shields  will  fold  with  folding  panels  allowing  erection  of  the 
shelter  without  any  special  effort  required  to  establish  the  shield  over  the  folding 
joints.  Latching  panel  joints  will  utilize  flexible  shields  with  quick  fastening  attach¬ 
ments.  A  Two-Side  Expandable  Shelter  with  the  shielding  kit  would  provide  400  square 
feet  of  shielded  floor  space,  easily  transportable  as  a  single  ISO  container. 

A  feasibility  prototype  was  built  in  FYS3  to  prove  the  possibility  of  EMI  shielding 
an  expandable  shelter.  This  prototype  successfully  provided  60  dB  of  attenuation, 
however,  the  approach  taken  required  an  unacceptable  degree  of  effort  in  erecting  and 
striking  the  shielded  shelter.  A  contract  should  be  awarded  in  first  quater  FY86  to 
build  an  improved  prototype. 

4.3  HEMP  SHIELDING  EFFECTIVENESS  OF  TACTICAL  MOBILE  SHELTERS 

Four  ISO  shelters  were  subjected  to  the  AESOP  high  altitude  EMP  (HEMP) 
environment  at  tests  conducted  at  HDL  WRF  (Ref  2).  Shelters  tested  were:  1.)  the 
Natick  rigid  shelter,  2.)  the  Marine  Corps  generai-purpose  shelter,  3.)  the  Navy  Basic 
Mobile  Facility  (BMF),  and  4.)  the  Natick  one-side  expandable  shelter. 

The  shelters  were  tested  with  doors  closed.  All  apertures  and  entrance  ports  were 
sealed  or  gasketed  to  prevent  field  penetration.  Special  wave-guide-below-cutoff 
entrance  ports  were  fabricated  and  installed  to  accommodate  data  channels.  Shelters 
were  not  electrically  grounded,  except  for  on-ground  contact. 

HEMP  effect  on  the  S280C  shelter  was  measured  with  the  door  open  versus  the 
door  closed.  The  S280C  is  smaller  than  the  ISO  shelter,  however,  the  results 
demonstrate  the  large  reduction  on  shielding  effectiveness  when  doors  are  left  open 
during  an  exposure  to  EMP.  The  HDL  results  are  listed  in  Table  4.1. 
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I  Table  4.1  Penetrated  Field  Reduction 

on  S280C  Shelter  with  Door  Closed  VS  Open  (Ref  2) 


Location 

Measured  Field 

Field  Reduction  (dB) 

1 

With  Door  Closed 

Door  Center 

E 

80  to  100 

Shelter  Center 

E 

81  to  95 

1 

Door  Center 

H 

36  to  54 

Shelter  Center 

H 

43  to  52 

i 

To  illustrate 

the  importance  of 

keeping  shelter  doors  closed  in  a  hostile 

environment,  lOOdB 

represents  a  field 

reduction  by  a  factor  of  99,000,  and  36dB 

represents  a  field  reduction  by  a  factor  of  63  with  door  closed  during  exposure  to  EMP. 

The  lowest  measured  values  for  ISO  shelter  shielding  effectiveness  based  on  peak 

t 

amplitude  for  the  HDL  tests  are  given  in  Table  4.2 

Table  4.2  HEMP  Shielding  Effectiveness 

(Lowest  Values)  for  ISO  Shelters  Based  on  Peak  Amplitude  (Ref  2) 

1 

Shelter 

Shielding  Effectiveness 

H  field  (dB)  E  Field  (dB) 

Natick  Rigid 

50 

92 

i 

Marine  Corps 

56 

103 

Navy  BMF  < 

'  44 

91 

Natick  Expandable 

47 

81 

► 
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5.  EMP  THREAT  CHARACTERIZATION 


EMP  fields  incident  on  electronic  systems  interact  with  enclosures,  cabling,  and 
other  extended  conductors  producting  transient  voltages  and  currents  at  system 
interface  pins  and  in  interior  circuits.  The  induced  E.MP  transients  may  cause  two  types 
of  detrimental  responses  -  either  upset  or  damage. 

Upset  is  the  generation  of  false  signals  which .  can  cause  a  system  to  take 
undesired  actions.  Damage  refers  to  the  degradation  of  a  component  to  the  point  where 
it  can  no  longer  meet  its  design  function  criteria.  Only  damage  criteria  were 
considered  in  this  study. 

The  EMP  voltages  and  currents  (and  their  associated  time  behavior)  must  be 
known  at  the  circuit  level  in  order  to  perform  circuit  analysis.  Often  the  EMP 
specification  is  given  in  what  is  called  a  pin  specification,  which  is  the  worst-case  EMP 
voltages  and  currents  that  may  appear  at  any  input/output  (I/O)  pin.  The  pin 
specification  usually  is  defined  in  terms  of  a  Thevenin  equivalent  source  with  a 
specified  frequency  and  time  behavior  applied  between  each  I/O  pin  and  the  lowest 
impedance  return. 

The  EMP  threat  specification  often  includes  a  surface  current  threat  for  system 
components  (boxes).  The  effect  of  this  current  on  the  interval  circuitry  must  be 
determined  via  a  penetration  and  coupling  analysis.  Types  of  E\iP  penetrations  through 
box  (chassis)  walls  include  penetrations  through  apertures,  panel  joint  seams,  connector 
gaps,  and  wall  diffusion.  Box  coupling  due  to  surface  current  was  not  considered  in  this 
study.  A  more  detailed  assessment  should  also  include  the  surface  current  coupling. 
However,  the  coupled  energies  to  buried  circuits  are  small  when  the  chassis  or  box 
deminisions  are  small.  For  example,  maximum  energies  calculated  at  buried  circuit 
pins  in  the  :  ‘erior  of  a  6"x8"xl2"  aluminum  box  with  a  1mm  wall  thickness  (assuming  a 
50  kV/M  ex  rior  field)  are  in  the  order  of:  3xl0-^  joules  from  panel  joint  seams, 
5xlQ“13  joules  from  connector  gaps,  and  5x10'^  joules  from  diffusion.  Suceptibility 
thresholds  for  low  power  transistors  and  linear  ICs  are  greater  than  lO-^  joules,  so  the 
above  energies  present  no  threat  oi  damage. 


Thevenin  equivalent  I/C  pin  sources  used  for  the  analysis  in  this  report  were 
derived  from  EMP  tests  conducted  by  Maj.  Vandre  at  the  AESOP  and  REPS  simulators 
(Ref  S).  Maj.  Vandre  tested  several  equipments.  The  most  complete  data  set  available 
to  IRT  was  for  the  Electrosurgical  Apparatus  (ESA)  Neomed  3000.  Although  the  pin 
threats  derived  from  this  limited  data  may  not  be  the  worst-case  for  all  possible 
medical  equipment  configurations,  they  do  represent  a  good  example  based  on  the 
following  considerations: 

1.  The  ESA  configuration  is  a  typical  medical  equipment  set-up.  It  has  a  chassis 
box,  and  has  external  power  and  sensor  connection  with  extended  conductors. 

2.  The  EMP  coupling  levels  measured  are  reasonable,  both  with  respect  to 
amplitude  and  wave  shape. 

3.  Actual  component  damage  occurred  to  the  ESA  at  threat-level  exposure. 
Several  parts  burned  out  at  more  than  oi  e  I/O  interface. 

4.  It  would  be  relatively  easy  to  apply  a  different  pin  threat  to  the  I/O 
susceptibility  circuits  identified  in  this  report.  Options  for  other  pin  threats 
include:  1.)  coupling  results  of  HDL  tests  on  the  medical  system  power  grid; 
2.)  detailed  coupling  predictions  for  specific  system  configurations;  3.)  MIL- 
STD-2169. 

5.1  HEMP  TEST  OF  THE  ELECTROSURGICAL  APPARATUS 

The  AESOP  free  field  strength  at  the  ESA  test  point  was  <*2.4  kV/m  and  the  REPS 
field  strength  was  10  kV/m. 

The  cables  connected  to  the  F.SA  were  oriented  for  worst-case  coupling  to  the 
primary  E  and  H  fields  associated  with  horizontally  polarized  EMP.  A  vertical  E  field 
was  also  part  of  the  test  environment  due  to  the  off-centerline  location  of  the  test. 
Figure  5.1  shows  the  components  of  the  ESA  with  power  and  sensor  and  control  cables 
attached.  The  ESA,  patient  plate  and  active  probe  were  placed  on  a  wouden  table  30" 
above  the  ground.  Peak  amplitudes  and  relative  polarities  of  the  first  peak  are 
indicated  in  the  figure.  The  REPS  coupling  data  were  scaled  to  AESOF  levels,  and  are 
designated  with  an  asterisk  for  the  scaled  value. 
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Bulk  current  responses  were  measured  on  ESA  cables  at  location  A,  B,  C,  D  and  E 
marked  in  Figure  5.1.  Figures  5.2  through  5.4  show  the  test  data.  Responses  are 
plotted  for  two  :ime  scales  at  each  test  point.  The  longer  time  scale  traces  exhibit  the 
general  damped  sine  characteristic  associated  with  a  typical  EMP  pin  threat.  This  pin 
threat  can  be  specified  either  as  a  damped  sine  wave  or  a  rectangular  pulse  having  a 
short  circuit  current  and  an  open  circuit  voltage  or  a  source  resistance.  The  next 
section  discusses  the  damped  sine  model  for  the  ESA  data. 
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Figure  5.2  Bulk  current  measured  on  power  cable  and  foot  switch  in  REPS 
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PROSE  TYPE-  91530-7 
SERIAL  »  $£00 
C.F.-  333.33 
TEST  PT ■  £S2 


ATTEUJATORS- 
F.o  s  *  y  co 
OTHER  »  0  CO 


COTA  Lll«  CAIN*  28 . 04  DO 
PUR  01V  ATTEN  •  12  08 
E'E  FACTOR-  <7.0986 


1E-J  0  SCALFO  FEAR'  -2.IM2? 


— Lf _ 

7C 

j Jj^j 

A/waA-ma 

-23  .3  .75  l 

IE-«  I 


DATE'  00853 J.C07 

DATA  TYRE-  FI 

TEST  OBJ  LCC'  2T-W5M/0 


SIMULATOR  thFO' 
B-OO.T '  HOME, 


PROOF  TYPE'  91550-7 
SERIAL  «  St 00 
C.F.-  333  33 

TEST  PT.  ESI 


ATTOUATORS- 
F.O  S.-  ei  DO 
OTHER  •  0  1X5 


OATA  UICC  CA1M'  33. 04  00 
PRR  Old  ATlOt  •  12  CO 
F-E  FACTOR-  33.3376 


(b)  Test  Point  D.  Active  Probe 

Bulk  current  measured  on  patient  plate  and  active  probe  in  REPS 


■fc. 


r 


SCALED  PEAK  -17.&4M 


OATE-  081683 . B05 

DATA  TYPE:  FI 

TEST  OBJ  LOG:  25EV23S/0 


SIMULATOR  INFO: 

B-DOT:  990  NJ 

CCITPUT  (50f1):  42.372KU/M 


PR08E  TYPE:  91S30-? 
SERIAL  «  SEO0 
C.F 333.3.3 


TEST  PT=  A£S87 


ATTEMJATORS 
F.O.S.-  27  08 

-  0  08 


DATA  LINK  CAIN-  38  01  06 
PW  OIU  ATTEN  -  12  08 
E/B  FACTOR*  373.348 


Figure  5.4  Bulk  current  measured  on  power  cable  in  AESOP 
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5.2  DAMPED  SINE  MODEL  FOR  THE  ESA  HEMP  RESPONSE 

The  best  approximation  for  the  ESA  data  is  the  damped  sine  model.  The  equation 
for  the  current  is  given  below. 

Kt>  =  IQ(f)e'at  sin(2  Tft)  (5.1) 

where  a  =  tt  f/Q,  f  is  the  appearent  ringing  frequency  of  the  pulse,  and  Q  is  the  ratio  of 
stored  to  dissipated  energy  in  the  pulse.  l0(f)  is  the  bulk  current  characteristic  as  a 
function  of  frequency  of  the  pulse. 

Five  data  points  were  available  from  the  ESA  data  to  characterize  the  damped 
sine  parameters.  The  approximate  ringing  frequency,  f0,  was  read  from  the  measured 
signals.  The  exponential  decay  factor,  a,  was  selected  for  a  Q  =  10  to  model  all  data. 
A  nominal  Q  for  observed  EMP  responses  can  vary  from  this  value  to  a  value  of  20.  A 
summary  of  the  damped  sine  fit  to  the  ESA  data  is  given  in  Table  5.1. 

Table  5.1  Electrosurgical  Apparatus  (Neomed  3000) 

REPS  and  AESOP  Test  Results  (From  Maj.  Vandre  Data) 


Simulator 

Test 

Point 

Measured 

Sc.Pk. 

Sc.Pk. 
Scaled  to 
AESOP 

Probe 

*o 

Q* 

Cable 

Type 

REPS 

A 

-3.19 

-17.6 

ES7 

6.6E5 

10 

Power 

REPS 

B 

3.38 

18.8 

ES3 

8.0E6 

10 

Signal 

REPS 

C 

-2.64 

-14.4 

ES2 

2.6E7 

10 

Signal 

REPS 

D 

-2.1 

-11.6 

ESI 

2.8E7 

10 

Power 

AESOP 

E 

-17.6 

-17.6 

AES07 

S.0E5 

10 

Power 

Peak  Fields:  REPS  =  lOKv/m  AESOP  =  42.37Kv/m 

*  Nominal  value  assumed  for  all  coupling  responses. 
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6.  I/O  SUSCEPTIBILITY  MODELS 


Characterization  data  used  in  the  susceptibility  analysis  for  medical  equipment 
are  summarized  in  this  section.  Also,  assumptions  made  with  the  data  are  explained. 

6.1  PARTS  CHARACTERIZATION  TECHNIQUES 

EMP  pin  threats  can  cause  both  transient  upset  and  permanent  damage.  Semi¬ 
conductor  devices  are  the  most  sensitive  electronic  components  to  burnout  (see  Figure 
6.1). 

6.1.1  Diodes  and  Transistors 

Semiconductor  junctions  are  vulnerable  to  thermal  damage  and  electrical  break¬ 
down  when  stressed  by  EMP  transients.  The  most  common  failure  is  local  thermal 
runaway,  which  generally  produces  a  resolidified  melt  channel  across  the  junction  whose 
equivalent  form  is  a  resistive  short  circuit.  Junction  damage  is  most  likely  to  occur 
when  the  EMP  transient  reverse-biases  the  junction  and  drives  it  into  secondary 
breakdown.  Forward  stressed  junctions  alto  fail,  but  typically  have  damage  thresholds 
which  are  three  to  ten  times  higher  than  reverse  stressed  junctions  due  to  the  low 
voltage  and  impedance  levels  present  in  forward  conduction  (see  Figure  6.2). 

The  large  scatter  in  the  empirical  data  requires  the  determination  of  a  mean 
value  for  application  to  systems.  Least  squares  fits  to  the  data  are  plotted  in  Figure 
6.2.  The  following  pulsed  power  failure  relationships  are  typically  found  for  diodes  and 
transistors. 


forward  pulsing  Pp 


=  Al ,  0  4  t  4  t. 

t 


(6.1) 


reverse  pulsing  Pp 


=  K2t-K*  ,  0  <  t  4  t2 


(6.2) 
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Figure  6.1  Parts  permanent  damage  threshold  energy  for  100  ns  square  pulses 


where 


K[  =  forward  damage  constant  in  Ws 
K2  =  reverse  damage  constant  in  Ws  or  Ws^ 

Q  s  quality  factor 

tj  =  device  forward  thermal  time  constant 
t2  =  device  reverse  thermal  time  constant 

The  equivalent  square  pulse  time  factor,  f^is  converted  for  damped  sine  pulses  of 
frequency  fQ  by  using  Equation  6.3  (Ref  15). 


t**  =  _ Ml _ (2  7rf0)K*  (6.3) 

(2Q)-3*7 

Usually,  only  the  «2  value  is  reported  in  the  literature  and  it  is  represented 
simply  as  K.  This  convention  is  adopted  here.  The  damage  constant  is  not,  however, 
sufficient  for  characterizing  a  diode.  One  also  needs  to  know  the  junction  breakdown 
voltage,  Vb£),  and  the  surge  resistance,  Rq.  These  three  quantities  can  then  be  used  to 
determine  the  threshold  failure  current,  Ip,  using  Equation  6.4. 


where 


*F 


~VBD  +  <vBD2+  *RbPf>* 


(6.4) 


VBD=  breakdown  voltage  in  V, 

Rq  =  junction  surge  resistance  in  ohms 

Pp  =  power  required  to  cause  the  device  to  fail  in  watts 

The  junction  breakdown  voltage,  VgQ,  is  found  from  test  data  or  generic  values. 

The  surge  resistance,  Rg,  of  a  forward  biased  junction  is  given  as  the  resistance 
of  the  bulk  material.  In  the  reverse-biased  case,  Rq  is  made  up  of  two  terms,  the  bulk 
resistance  and  a  resistance  due  to  space  charge  limiting,  the  vicinity  of  the  junction 
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depletion  region  under  high  current  conditions.  Surge  resistance  based  on  the  class  of 
parts  and  the  bias  conditions  are  shown  in  Table  6.1.  If  empirical  K  values  are  not 
available,  the  damage  constants  that  are  used  come  from  tables  of  data  for  similar 
devices,  or  from  generic  values  determined  for  the  part  type  (see  Table  6.2).  Damage 
constants  can  also  be  derived  from  estimation  formulas.  The  latter  method  was  not 
applied  in  this  study. 

Table  6.1  Surge  Resistance  of  Devices 


Device  Category 

Reverse  Forward 
Bids  (ohms)  Bias  (ohms) 

Zener  Diode 

1 

0.1 

Signal  Diode 

25 

0.25 

Rectifier  Diode 

.  25+ 

0.25 

Low  Power  Transistor  (E-B) 

10 

1 

High  Power  Transistor  (E-B) 

2 

0.2 

The  failure  threshold  voltage,  Vp?  can  be  found  by  using  the  junction  breakdown 
voltage,  Vqq,  the  threshold  failure  current,  Ip,  and  the  surge  resistance,  Rq,  as  shown 
in  equation  6.5. 


VF  =  VBD  +  If  rB 

A  limited  number  of  devices  have  been  characterized  for  pulsed  power  burnout  in 
the  forward  direction.  For  those  cases  where  data  is  not  available,  it  will  be  assumed 
that  the  forward  K  factor  is  three  times  the  reverse  K  factor  (Ref  14). 

Transistors  are  characterized  in  the  same  manner.  Both  the  emitter-base  and  the 
collector-base  junctions  are  characterized.  In  general,  the  individual  junctions  in 
transistors  behave  much  the1  same  as  diodes.  Damage  constants  are  usually  somewhat 
lower  for  reverse-biased  pulsing  than  for  forward.  In  most  instances,  the  E-B  (Emitter- 
Base)  junction  has  a  lower  damage  constant  than  does  the  C-B  (Collector-Base) 
junction.  This  may  be  partly,  due  to  the  fact  that  E-B  junctions  are  much  smaller  than 
C-B  junctions  in  typical  planar  devices.  As  with  diodes,  there  are  exceptions  to  these 
general  rules,  so  caution  is  required.  Foi  conservation,  it  is  common  practice  to  assume 
that  the  lowest  value  of  damage  constant  applies  to  both  junctions  in  both  directions. 
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Table  6.2  Damage  Constant  Estimation  Based  on  Device  Category  (Ref  12) 
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6.1.2  Integrated  Circuits 


The  pulsed  power  failure  data  for  ICs  are  represented  in  a  slightly  different  form. 
The  relationship  for  the  failure  power,  Pf»  is  shown  in  Equation  6.6. 

PF  =  AT-B  w  (6.6) 


where 


t  =  1/2. 4f  =  pulse  width  in  seconds  (f  =  frequency  of  pulse  width) 

A  and  B  are  constants  (from  Table  6.3). 

Composite  A  and  B  values  for  ICs  are  listed  in  Table  6.3.  The  constants  provide  the 
average  failure  power.  The  breakdown  voltage  and  surge  resistance  for  each  IC 
terminal  are  also  listed  in  Table  6.3. 


Table  6.3  Integrated  Circuit  Damage  Model  Parameters  by  Category  (Ref  1) 


Category 

Family  Terminal 

A 

B 

Vbd(v) 

rb 

(ohms) 

Lower  95% 

A 

TTL 

Input 

0.00216 

0.689 

7 

16 

0.00052 

•  Output 

0.00359 

0.722 

15 

2.4 

0.00098 

RTL 

Input 

0.554 

0.384 

6 

40 

0.12 

Output 

0.0594 

0.508 

5 

18.9 

0.0096 

Power 

0.0S75 

0.555 

5 

20.8 

0.026 

DTL 

Input 

0.0137 

0.580 

7 

25.2 

0.0046 

Output 

■  0.0040 

0.706 

l 

15.8 

0.012 

Power 

0.0393 

0.576 

1 

30.6 

0.009 

ECL 

Input 

0.152 

0.441 

20 

15.7 

0.045 

Output 

0.0348 

0.558 

0.7 

7.8 

0.0031 

Power 

0.456  , 

0.493 

0.7 

8.9 

0.22 

MOS 

Input 

0.0546 

0.483 

30 

9.2 

0.0063 

Output 

0.0014 

0.819 

0.6 

11.6 

0.00042 

Power 

0.105 

0.543 

3 

10.4 

0.038 

Linear 

Input 

0.0743 

0.509 

7 

13.2 

0.0054 

Output 

0.0139 

0.714 

7 

5.5 

0.0045 
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Signal  Diode  Forward  Bias 


t;  * 

Vp  is  manufacturer's  specified  forward  voltage  drop.  Use 
0.7V  if  unknown. 

Ip  is  the  reverse  failure  threshold  current. 

'  .  i 

Reverse  Bias: 


if 

VBD  *s  manufacturer's  specified  reverse  breakdown 
voltage.  Ip  is  the  failure  threshold  current. 


Rectifier  Diode  Forward  Bias: 


v» 


Vp  is  manufacturer's  specified  forward  voltage  drop.  Use 
IV  if  unknown.  Ip  is  the  reverse  failure  threshold  current. 


Table  6.4  (Continued) 


Part  Type  Lumped  Element  Model 

Reverse  Bias: 


— *“ 

VgQ  is  manufacturer's  specified  reverse  breakdown 
voltage. 

Ip  is  the  failure  threshold  current. 


Zener  &  Reference  Forward  Bias: 
Diodes 


•  if 

IF  is  the  reverse  failure  threshold  current  (as  worst  case) 
Reverse  Bias: 


•L-t 


is  manufacturer's  specified  typical  zener  voltage. 
Ip  is  the  failure  threshold  current. 
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Table  6.4  (Continued) 


Part  Type  Lumped  Element  Model 

Transistor-LOw  Forward  Bias  (NPN),  Reverse  Bias  (PNP): 

Power 


Vbd  is  manufacturer's  specified  breakdown  voltage  for 
the  CB  junction. 

lp(CB)  and  1f(EB)  are  the  failure  threshold  currents  for 
the  respective  junctions.  Currents  are  for  reverse-biased 
junction  as  worst  case. 

Reverse  Bias  (NPN),  Forward  Bias  (PNP) 


VBD  ‘s  manufacturer's  specified  breakdown  voltage  for 
the  EB  junction. 

Ip(cB)  and  If(cb)  are  the  failure  threshold  currents  for 
the  respective  junctions.  Currents  are  for  reverse-biased 
junction  as  worst  case. 
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Table  6.4  (Continued) 


Part  Type 

Transistors-High 

Power 


8 


Lumped  Element  Model 
Forward  Bias(NPN),  Reverse  Bias  (PNP): 


,>SA 


Ir<c&) 


Vqd  is  manufacturer's  specified  breakdown  voltage  for 
the  CB  junction. 

Ip(cB)  and  If(EB)  are  the  failure  threshold  currents  for 
the  respective  junctions.  Currents  are  for  reverse-biased 
junction  as  worst  case. 

Reverse  Bias(NPN),  Forward  Bias  (PNP): 


■F(t8) 


Vqq  is  manufacturer's  specified  breakdown  voltage  for 
the  EB  junction. 

Ip(CB)  ancl  iF(EB)  are  the  failure  threshold  currents  for 
the  respective  junctions.  Currents  are  for  reverse-biased 
junction  as  worst  case. 
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6.2  Parts  Characterization  Data 

Table  6.5  depicts  the  EMP  parts  burnout  characterization  for  semiconductors  used 
in  the  various  interface  circuits  of  the  units  that  were  studied.  The  table  defines  a 
generic  part  number,  type  of  part,  Wunsch  damage  constant,  reverse  biar  break-down 
voltage,  surge  resistance,  source  of  data  (REF),  tireshold  failure  current  1(F),  threshold 
failure  voltage  V(F),  and  threshold  failure  powsr  P(F).  The  data  reference  used  is 
Reference  1,  designated  by  1  in  the  tables,  or  ;cne;  ic  data,  designated  by  G  in  the 
tables.  The  failure  param-te^s  are  defined  at  5  ciffererr.t  frequencies  ranging  from  6.6 
x  105Hz  to  2.8  x  lO^Hz.  These  frequencies  we|re  observed  in  the  HDL  tests  of  the 
Electrosurgical  Apparatus.  Tables  similar  to  Table  6.5  are  included  in  Section  7  for 
each  unit  addressed. 

Table  6.5  Sample  Table  for  Parts  Burnout  Characterization 


ELECTROBURG I CAL  APPARATUS  NEOMED  3000 
PART  PART 


NO. 

TYPE 

K 

VBO 

RB  REF  F  <H* ) 

I  <F) 

V  (F) 

P  (F) 

1N4003 

DIODE 

2.2000 

200 

1.0  1  6.6E+03 

17.82 

217.82 

3. 9E+03 

8. 0C+03 

17.47 

219.47 

4.3E+03 

a.0E*0& 

33.34 

233.34 

1 . 4E+04 

2.6E+07 

63.  37 

283.37 

2.4E+04 

2.8E*07 

87.83 

287.83 

2.3E+04 

A 


7.  EMP  SUSCEPTIBILITY  SCREEN:  COMPUTED  EMP  CURRENTS 
AND  FAILURE  THRESHOLDS  FOR  INTERFACE  CIRCUITS 


Results  of  an  EMP  susceptibility  screen  for  equipments  with  sufficient  circuit 
data  are  presented  in  this  section. 

Circuit  schematics  were  examined  to  identify  paths  where  EMP  surges  from 
outside  conductors  could  penetrate  and  cause  failure.  In  the  worst  case,  the  bulk  EMP 
currenr  from  an  outside  cable  bundle  can  enter  at  a  single  pin  and  follow  a  path  of 
lowest  resistance  to  ground.  Semiconductors  in  the  path  are  susceptible  to  damage  if 
failure  thresholds  are  exceeded.  A  path  to  ground  can  be  a  normal  circuit  loop  to  a 
ground  node,  or  by  capacitive  coupling  to  the  chassis  at  places  where  wires  are  located 
near  the  chassis  wall.  Where  appropriate,  a  stray  capacitance  of  lOOpf  is  added  to  the 
circuit  model. 

Figure  7.1  shows  a  representative  chassis  for  medical  equipment.  External  cables, 
such  as  power  and  signal  or  sensor,  enter  unprotected  inside  the  chassis,  and  branch  to 
circuit  board  or  component  connections.  These  interfaces  can  be  easily  identified  on 
circuit  schematics,  and  provide  a  quick  and  relatively  inexpensive  methodology  for 
assessing  vulnerabilities  for  medical  equipment. 

A  detailed  description  of  the  susceptibility  models  and  equations  is  given  for  the 
first  few  equipments  assessed  to  demonstrate  the  methodology.  Results  for  the 
remaining  equipments  were  obtained  by  analogous  means,  and  are  summarized  in  a 
shorter  format.  References  to  schematics  and  piece  parts  are  made  to  identify  the 
oossible  EMP  coupling  paths  studied. 
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7.1  ELECTROSURGICAL  APPARATUS,  NEOMED  3000 

Circuit  diagrams  for  the  Neomed  3000  ESA  are  shown  in  Figures  7.2  and  7.3.  The 
interface  circuits  identified  in  the  EMP  I/O  screen  are  the  1.)  power  input,  2.)  patient 
monitor,  and  3.)  the  foot  switch.  The  piece  parts  in  the  above  circuits,  and  respective 
damage  failure  data  are  given  in  Table  7.1. 


> 


> 


> 


» 


t 
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Electrosurgical  Apparatus  schematic 


V' 


Table  7.1  Failure  Thresholds  for  the  Electrosurgical  Apparatus 


» 


i 


ELECTROSURGICAL  APPARATUS  NEOMED  3000 


PART 

NO. 

PART 

TYPE 

K 

VBD 

R3 

REF 

F  (Hz  ) 

I  CF) 

V  (F ) 

P  (F) 

Inaoos’  ~ 

DIODE 

2.2000 

200 

1 . 0 

1 

6 . 6E*C3 

17.82 

217.82 

3.9E+03 

B. 0E+05 

19.47 

219.47 

4 . 3E+03 

8.0E+06 

53.34 

233.34 

1 . 4E+04 

2.6E+07 

85.37 

285.37 

2.4E+04 

2.8E+07 

B7.83 

287.83 

2.3E+04 

1N438A 

DIODE 

0.9600 

200 

1.0 

I 

6.  6E+03 

8.  14 

208.  14 

l . 7E+03 

8.0E+03 

8.93 

200.93 

1 . 9E+03 

B.0E*06 

26.00 

226.08 

5. 9E+03 

2.6E+07 

43.  63 

243.63 

1. 1E+04 

2.8E+07 

45.02 

245.02 

1. 1E+04 

2N2646 

TRANS 

0.7200 

30 

1.0 

"I 

6.6E+05 

23.67 

53.67 

1 . 3E+03 

B.0E+05 

25.29 

55.29 

1.4E+03 

B.0E+06 

53.  17 

B3.  17 

4. 4E+03 

2.6E+07 

75.34 

103.34 

8.0E+03 

2. 8E+07 

77.  19 

107.19 

8.3E+03 

2N3440 

TRANS 

1. 1000 

1.7 

6.6E+03 

31.79 

61.03 

1.9E+03 

8.0E+05 

33.45 

63.87 

2. 1E+03 

8.0E+06 

61.02 

1 10.73 

6.BE+03 

2.6E+07 

82.61 

147.44 

1 . 2E+04 

2.8E+07 

04.20 

150. 13 

1.3E+04 

2N3192 

TRANS 

0.2300 

10 

2.0 

~G 

6.6E+05 

12.56 

35.  17 

4. 4E+02 

B.0E+05 

13. 2B 

36.56 

4.9E+02 

8.0E+06 

25.32 

60.64 

1 . 5E+03 

2.6E+07 

34.79 

79. 3B 

2.8E+03 

2.8E+07 

35.48 

80.97 

2.9E+03 

2N4401 

TRANS 

0.0600 

3 

10.0 

G 

6. 6E+05 

3.01 

35.  13 

1 .  1E+02 

8.0E+05 

3.  17 

36.73 

1 . 2E+02 

8. 0E+06 

5.83 

63.26 

3.7E+02 

2. 6E+07 

7.90 

84.05 

6.6E+02 

2. SE+07 

8.06 

85.37 

6.9E+02 

1N4154 

DIODE 

0.0609 

1 1 1 

0.3 

1 

6. 6E+05 

0.96 

111.48 

1. 1E+02 

8.0E+05 

1 . 06 

111.53 

1 . 2E+02 

9.0E+06 

3.32 

1 12. 66 

3.7E+02 

2.6E+07 

5.92 

113.96 

6.7E+02 

2.8E+07 

6.14 

114.07 

7.0E+02 

v5  243 ~~ 

DIODE 

0.3000  50 

23.0 

6 . 6E+05 

3.71 

145772" 

5.3E+02 

8.0E+O3 

3.93 

148.26 

5.8E+02 

8.0E+06 

7.64 

241.09 

1 . 0E+O3 

2.6E+07 

10.  37 

314.27 

3.3E+03 

2. 8E+07 

10.  79 

319.64 

3.4E+03 

* 
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7.1. 


Power  Cord 
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The  F.MP  surge  couples  to  the  power  cord  and  is  transferred  through  the 
transformer  into  the  rectifiers,  and  beyond.  A  possible  path  to  ground  follows  through 
Q30:  and  Q302.  Failures  of  Q301  and  Q302  occurred  during  one  phase  of  the 
HDL/Vandre  tests  at  AESOP.  The  equivalent  circuit  for  this  damage  path  is  shown  in 
Figure  7.4.  The  transformer  was  assumed  1:1  ratio  with  no  internal  losses  for  the  EMP 
spectrum  to  assume  worst  case  condition. 

The  current  in  the  power  cord  path  due  to  the  EMP  pin  threat  is  computed 

from: 

VEMP  =  I  <RS  *  RB1  +  rB2  ♦  rL  +RB3  ♦  2C  ♦  Rb4  +  R  RB5 

R  +Rb6  +  Ra7)  +  VBD1  +  VBD2  +  VBD3  *  VBD4  +  VBD5 
+  VVBD6  +  VBD7  (7.1) 

where  Rb;  and  Vbd,  represent  the  surge  resistance  and  breakdown  voltage,  respect¬ 
ively,  for  each  device.  Rl  represents  the  impedance  by  the  light  bulb  and  Zc  represents 
the  impedance  from  the  capacitor.  Diodes  are  usually  modeled  with  the  voltage  source 
reverse  biasing  the  diode.  However,  in  the  case  of  EMP  analysis  the  diode  is  always 
modeled  with  the  positive  terminal  of  the  voltage  source  going  against  the  failure 
current.  Thus,  the  polarity  of  the  voltage  sources  will  all  be  the  same  in  a  one  loop 
problem,  but  the  value  of  the  sources  and  resistances  will  be  dependent  on  whether  the 
diode  is  forward  biased  or  reverse  biased.  Data  for  Rb  and  VgQ  in  the  ieverse  bias 
condition  are  given  in  Table  7.1.  In  the  forward  bias  condition  Rb  =  .25  ohms  and 
VBD  =  0.7  volts.  Substituting  appropriate  values  into  equation  7.1: 

1800  =  1  (100  +  .25  +  .25  +  70  +  1  +5  +  .25  +  15  +  .25  +  .25) 

+  .7  +  .7  +  200  +  .7  +  .7>.7 +  .7  (7.2) 

Hence,  the  EMP  induced  current  I  in  the  circuit  is  8.3A. 
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VS248 


1N0003 


1N458A 


'  A7  micro-f 


le-b 

5-  2N2S46 
▼  1N458A 


T 

i 


B-E 

2N3W0 

1N458A 


Figure  7 A  ESA:  Power  cord  path  to  ground. 


According  to  data  from  Table  7.1,  the  VS24S  diode  will  fail  at  a  current  of  3.71  A 
for  f  *  0.66MHz.  This  piece  part  has  the  lowest  predicted  failure  current  in  the 
electrical  path.  Damage  is  most  likely  when  the  current  affects  a  device  in  the 
reversed  bias  condition.  This  will  always  occur,  since  the  initial  peaks  of  the  damped 
sine  pulse  are  bipolar.  In  addition,  the  IN45SA  diode  will  also  fail  since  its  failure 
current  of  8.14A  is  less  than  8.3A. 

The  2N2646  and  the  2N3440  failed  in  the  HDL/Vandre  EMP  test.  This  damage 
most  likely  occurred  due  to  the  failure  of  the  diodes  to  limit  the  voltage  between  the 
2N2646  and  the  base-emitter  junction  of  the  2N3440. 

7.1.2  Patient  Monitor 

The  EMP  surge  couples  to  the  patient  monitor  cable  and  is  transferred  through  the 
transformer  to  the  Q10  circuit  (Figure  7.3).  Failures  of  D36,  Q10,  R2,  and  R3  occurred 
during  one  phase  of  the  HDL/Vand'e  tests  at  AESOP.  The  equivalent  circuit  for  this 
damage  path  is  shown  in  Figure  7.3.  The  transformer  is  out  of  band  in  the  EMP  range 
and  is  assumed  to  couple  the  EMP  directly  in  the  worst  case  to  the  diode  and  transistor 
circuit. 


VEMP  *  l  (Rs  ♦  RB1  ♦  RB2  *  rB3  +rB4  *  R) 

♦  VBOl  *  VBD2  ♦  v303  *  V3D4  (7-3> 

wh/.re,  as  in  the  previous  case,  Rgj  and  Vqqj  represent  the  surge  resistance  and 
briakdown  voltage,  respectively,  for  each  device  in  the  circuit.  Substituting  appropri¬ 
ate  values  from  Table  7.1: 

1800  =  1  (100  *.5  ♦  .3  ♦  10  ♦  23  ♦  270) 

♦  111  ♦  III  ♦  J  ♦  .7  (7.4) 

The  EMP  inducted  current  1  in  the  circuit  is  4.1  A. 

From  data  in  Table  7.1,  the  1N4134  diode  will  fail  at  0.96A  for  f  *  0.66MHz.  The 
failure  of  this  diode  most  likely  resulted  in  excess  current  at  the  2N4401  base-collector 
and  base-emitter,  causing  damage. 
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7.1.3  Foot  Switch 


EMP  coupled  to  the  foot  switch  cable  poses  a  threat  to  the  2N3192  transistors  and 
the  1N4134  diodes,  (Q21,  Q22,  Q23)  and  D47,  D371),  respectively.  The  EMP  induced 
current  through  the  path  shown  in  Figure  7.6  is  S.23.  This  current  will  cause  failure  in 
the  1N4154  diode  (D31).  A  failure  in  the  diode  to  limit,  the  current  can  cause  damage  in 
the  collector^mitter  junctions  of  the  2N5192  transistor. 


46 
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I 


D62  Q22  D51 


Figure  7.6  Foot  Switch 
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7.2  DEFIBRILLATOR  AND  CARDIOSCOPE,  LIFEPAK/33 

Circuit  diagrams  for  the  Defibrillator  and  Cardioscope  unit  are  given  in  Figures 
7.7  through  7.9.  Potential  coupling  paths  can  be  identified  from  Figure  7.7  for  the 
paddle  connections,  and  from  Figure  7.9  for  the  power  interface.  The  interface  circuits 
identified  in  the  EMP  I/O  screen  are  the  1.)  battery  charger  (Figure  7.9),  2.)  paddle 
connections  32-4  and  32-8  (Figure  7.8),  and  3.)  paddle  connection,  relay  (Figure  7.7). 
The  piece  parts  list,  and  respective  damage  failure  data  are  given  in  Table  7.2. 
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Figure  7.8  Schematic  diagram.  Discharge  control  PCB2 


i 


Figure  7.9  Schematic  diagram.  Battery  charger  PCB6 


Table  7.2  Failure  Thresholds  for  the 

Defibrillator  and  Cardioscope 


DEFIBRILATOR  AND  CARDIOSCOPE  LIFEPAK/33 


PART 

PART 

NO. 

TYPE 

K 

VSD 

RB 

REF 

F  <Hz ) 

1(F) 

V(F> 

P(F) 

1N4383 

DIODE 

0.3000 

30 

23.0 

“S” 

6.  6E+03 

3.71 

142.72 

3. 3E+02 

B.0E+03 

3.93 

148.26 

3.BE+02 

B.0E+06 

7.64 

241.09 

1 . 8E+03 

2. 6E+07 

10.37 

314.27 

3.3E+03 

2. 8E+07 

10.79 

319.64 

3.4E+03 

2N2144 

TRANS 

0.2300 

100 

2.0 

____ 

6.6E+03 

__5 

108. 16 

4.4E+02 

8. 0E+03 

4.46 

108.92 

4. 9E+02 

8.0E+06 

12. 32 

124.64 

1 . 3E+03 

2.6E+07 

19.82 

139.63 

2.8E+03 

2.8E+07 

20.40 

140.81 

2. 9E+C3 

1N733A 

DIODE 

14.B000 

6~ 

0.3 

6.  6E+05 

222.60 

117730 

"iTSiToi 

8.0E+03 

233. 86 

122.93 

2. 9E+04 

8. 0E+06 

420. 44 

216.22 

9. lEt04 

2.6E+07 

366.33 

289.27 

1.6E+03 

2. 8E+07 

377.23 

294.63 

1 . 7E+03 

2N3638 

TRANS 

0.0600 

— 

ToTo" 

~a7&e+03- 

5751 

33.  13 

1 .  1E+02 

B.  0E«-03 

3.17 

36.73 

1.2E+02 

a. OE+06 

3.B3 

63.26 

3.7E+02 

2.6E+07 

7.90 

94.03 

6.6E+02 

2. BE+07 

8.06 

____ 

85.37 

6.7E+02 

2N3707 

TRANS 

0.0600 

3 

Io7o" 

Q 

6.6E+03 

33.  13 

1.  1E+02 

8.0E+03 

3.17 

36.73 

1 . 2E+02 

8. 0E+06 

3.83 

63.26 

3.  7E+02 

2.6E+07 

7.90 

84.03 

6. 6E+02 

2. 8E+07 

8.06 

_____ 

83.57 

6.  9E+02 

2N2646 

TRANS 

0.2300 

"To" 

575" 

8 

6.6E+03 

33715 

4.4E+02 

8.0E+03 

13.28 

36.36 

4.9E+02 

8. 0E+06 

23.32 

60.64 

1 . 5E+03 

2.6E+07 

34.79 

79.38 

2.BE+03 

2.BE+07 

33.48 

80.97 

2.  9£-h03 

TF154CC 

RELAY 

0.3300 

~700" 

4a7o" 

G 

6.6E+03 

o7§4 

738.47 

6.2E+02 

8.0E+03 

0.92 

742. 14 

6.QE+02 

8. 0E+06 

2.62 

820.33 

2. 1E+03 

2.6E+07 

4.31 

898.44  " 

3. 9E+03 

2.8E+07 

4.43 

9C4.34 

4.0E+03 
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7.2.1  Battery  Charger 

The  EMP  coupled  to  the  power  cord  will  pass  through  the  transformer  and  can 
flow  to  ground  through  the  rectifier,  Rl,  and  Cl  shown  in  Figure  7.S.  The  computer 
EMP  current  is  3.44 A.  The  minimum  failure  threshold  for  the  1N4385  diode  is  3.71  A  at 
f  =  0.66MHz.  Hence,  this  interface  is  hard  to  the  assumed  EMP  threat. 

7.2.2  Paddle  Connection  32-4 

The  EMP  coupled  to  the  paddle  cord  can  flow  through  R41,  emitter-base  of  QU, 
R40,  and  C9  shown  in  Figure  7.8.  The  computed  EMP  current  for  this  path  is  0.77 A. 
This  is  well  below  the  minimum  3.01  A  threshold  for  the  2N3638  transistor,  therefore, 
this  interface  is  hard  to  the  assumed  EMP  threat. 

7.2.4  Paddle  Connection,  Relay 

The  principle  threat  to  the  relay  is  from  arcing  across  its  contacts.  By  inspection, 
it  appears  that  sufficient  current  limiting  will  be  provided  at  the  outrigger  bracket  to 
prevent  damage  to  the  relay.  The  current  induced  is  less  than  0.06A. 

7.3  OXYGEN  MONITOR,  MODEL  5100  OHMEDA 

The  Oxygen  Monitor  is  battery  operated  and  has  a  short  coiled  sensor  cable.  The 
sensor  cable  is  shielded  which  will  provide  reduction  to  induced  EMP.  The  schematic 
for  this  unit  is  shown  in  Figure  7.10.  Interface  parts  susceptible  to  the  coupled  EMP  are 
the  two  op-amps,  U5  and  U3A.  Generic  failure  data  is  given  in  Table  7.3.  The  worst 
case  current  at  U5  will  be  2.9A  and  at  U3A  will  be  0.6A.  These  are  well  below  the 
generic  failure  thresholds  for  the  interface  circuits.  Also,  coupling  to  the  sensor  cable 
will  be  small,  due  to  its  short  length.  Therefore,  this  unit  is  expected  to  be  hard  to 
EMP. 
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Table  7.3  Failure  Thresholds  lor  the  Oxygen  Monitor 


7.*  RESUSCITATOR,  GLOBE  SAFETY  PRODUCTS,  INC. 

The  circuit  diagram  for  the  Globe  Resuscitator  is  shown  in  Figure  7.11.  The 
susceptible  part  is  CR-4.  Since  the  part  type  is  not  given  in  the  manual,  a  typical 
rectifier  diode  (1N383)  was  selected.  The  damage  data  for  this  diode  is  listed  in  Table 
7.4. 


Figure  7.11  Resuscitator  Schematic 


Table  7.4  Failure  Thresholds  for  the  Globe  Resuscitator 
with  Assumed  Diode  Type 


RESUSCITATOR|  field  globe  safety  prod. 
PART  PART 


NO. 

TYPE 

K 

V8D 

RB 

REF 

F  <  Hz  ) 

1(F) 

V  (F) 

P(F) 

1 N43S3 

DIODE 

0.  29110 

30 

23.0 

1G 

6. 6E+03 

3.69 

142.3* 

3.3E+02 

3.0E+03 

3.91 

147.07 

3.BE+02 

0 . 0E*06 

7.62 

240.30 

l . 0E+O3 

2. 6E+07 

10.33 

313.31 

3.3E+03 

2. BE  *07 

10.73 

310.66 

3.4E*03 

Coupling  through  the  transformer  is  assumed  1:1  with  no  losses  for  the  worst  case. 
The  EMP  induced  current  is  computed  from: 

vEMp  .  *R,.Rb>.V¥bd 

1800  =  K100  ♦  25)  ♦  50 

The  resulting  threat  current  is  14A.  The  rectifier  diode  threshold  is  3.7A  at 
f  =  0.66  MHz  and  failure  is  likely  due  to  EMP  coupling  to  the  power  cord. 

Vulnerability  is  indicated  with  the;  assumed  part  type.  A  conclusive  assessment  of 
this  unit  would,  however,  require  identification  of  the  actual  part  type  used  in  the 
rectifier.  When  operated  in  the  DC  mode  with  batteries,  this  unit  would  probably  not 
be  vulnerable  to  EMP,  since  the  pover  cord  coupling  path  would  be  eliminated. 

7.5  ULTRASONIC  GENERATOR,  RICH-MAR  IY 

EMP  coupled  to  the  power  cord  can  be  transmitted  through  the  transformer  and 
line  filter  to  the  rectifier  circuit,  CR2.  A  possible  path  to  ground  is  through  CS.  The 
schematic  is  shown  in  Figure  7.12.  Failure  threshold  data  for  the  rectifier  diode  type  is 
given  in  Table  7.3. 

The  computed  EMP  current  is  7.1  A  throug.i  the  diode  at  f  *  0.66  MHz,  therefore, 
this  unit  is  vulnerable  to  the  assumed  EMP  th'eat. 


(7.5) 

(7.6) 
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Figure  7.12  Ultrasonic  Generator,  Rich-Mar  IV. 


Table  7.5  Failure  Thresholds  for  the  Ultrasonic  Generator 


ULTRASONIC  QENERATOR  RICH-MAR  IV 


PART 

NO. 

PART 

TYPE  K 

VBO 

RB 

REF 

F<Hz> 

I  <F) 

V  (F) 

P'F) 

IN4003 

DIODE  0.3467 

600 

l  16.0 

1 

6. 6E+03 

9. OE+03 
8.0E+06 

2. 6E+07 

2.  BE+07 

6. 87 
0.93 
2.42 
3.72 
3.92 

701. 19 
■  710.02 

890. 33 
.031.67 
1043.07 

6. 1E+02 
6.7E+02 
2.  1E+03 
3.8E+03 
4.0E+03 

LINE 

FILTER  O.OOOT 

300 

13.0 

a 

6. 6E+03 

9. 0E+03 

9. 0E+06 

2. 6E+07 

2. BE+07 

0.00 

0.00 

0.00 

0.00 

0.00 

300.01 
300.  O'. 
300.02 
300. 03 
300.03 

1 . 8E-01 
1.9E-01 
6. IE-01 
1. 1E+00 
1 .  lt+OO 

7.6  X-RAY  APPARATUS,  2mA,  120 


PKV 


The  2mA,  120  PKV  X-ray  Apjaratus  I/O  circuits  susceptible  to  EMP  are  the  1.) 
exposure  timer,  2.)  the  emitter  follower,  and  3.)  the  M.A.  regulator.  Failure  thresholds 
for  parts  identified  are  given  in  Tab  e  7.6. 

7.6.1  Exposure  Timer 


The  exposure  timer  schematic 


investigated.  One  is  through  CR40; 
case  is  vulnerable  to  the  assumed 


is  shown  in  Figure  7.13.  The  unit  is  connected  with 


a  cable  to  provide  for  remote  firing.  Two  possible  EMP  coupling  paths  were 


,  and  the  other  is  through  Q401  and  Q402.  Neither 
EMP  pulse.  The  maximum  predicted  current  at 
CR  401  is  5.8A.  The  generic  failure  threshold  for  this  type  of  diode  is  27.9A  at  f  =  0.66 
MHz.  The  maximum  predicted  current  at  Q401  and  Q402  is  0.6 A.  The  generic  failure 
threshold  for  the  2N404A  is  12.56A  it  f  =  0.66  MHz. 


Table  7.6  Failure  Thresholds  for  the  X-Ray  Apparatus,  2mA  120PKV 


X-RAY  APPARATUS  2«A  120PKV 


PART 

NO. 

PART 

TYPE 

K 

VBD 

RB 

REF 

F  <Hx ) 

I  (Ft 

V(F) 

P  (F) 

INI  763 

DJODE 

0.3000 

30~" 

23.0 

G 

6.6E+03 

----- 

142.72 

3.3E+02 

B.0E+05 

3.93 

148.26 

3.8E+02 

B.0E+06 

7.64 

241.09 

1 . BE+03 

2.6E+07 

10.37 

314.27 

3. 3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

VR18A 

DIODE 

0. 6000 

To 

1.0 

0 

6. 6E+03 

27.92 

37.92 

1.1E+03 

8.0E+03 

29.30 

39.30 

1 . 2E+03 

8.0E+06 

33.91 

63.91 

3. 7E+03 

2.6E+07 

76.66 

86.66 

6. 6E+03 

2. 8E+07 

78.19 

88.  19 

6. 9E+03 

2N441 

TRANS 

0.2300 

To 

2.0 

G 

6.6E+03 

12.36 

33.  12 

“474E+02 

8 . 0E+05 

13.28 

36.36 

4.9E+02 

B.0E+06 

23.32 

60.64 

1 . 3E+03 

2.6E+07 

34.79 

79.38 

2.BE+03 

2.8E+07 

33.48 

eo.97 

219E+03 

2N414 

TRANS 

0.0600 

30 

10.0 

G 

6. 6E+03 

1.60 

66.03 

1. 1E+02 

B.0E+03 

1.73 

67.31 

1 . 2E+02 

B.0E+06 

4.07 

90.63 

3.7E+02 

2.6E+07 

6.03 

110.26 

6.6E+02 

2. 8E+07 

6.  1,7 

111.72 

6.9E+02 

VR83A 

DIODE 

0.6000 

""To~ 

1.0 

“S 

6. 6E+03 

27.92 

37.92 

1.1E+03 

8.0E+03 

29.30 

39.30 

1 . 2E+03 

8.0E+06 

33.91 

63.91 

3.7E+03 

2.6E+07 

76.66 

86.66 

6.6E+03 

2.8E+07 

78.19 

88.  19 

6.9E+03 

CER6B 

DIODE 

0.3000 

30 

23.0 

__ 

6.6E+03 

3.71 

142.72 

3.3E+02 

8.0E+03 

3.93 

148.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

l . 8E+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.8E+07 

10.79 

319.64 

3. 4E+03 

2N404A 

TRANS 

""oTiioo" 

To 

2.0 

G 

6 . 6E+03 

75736” 

33775 

4. 4E+02 

B.0E+03 

13.28 

36.  36 

4.9E+02 

8.0E+06 

23.32 

60.64 

1 . 3E+03 

2.  6E+07 

34.79 

79.38 

2.8E+03 

2. 8E+07 

33.48 

80.97 

2. 9E+03 

VRIOA 

DIODE 

0.6000 

10 

1.0 

6. 6E+03 

27.92 

37.92 

1. 1E+03 

8. 0E+03 

29.30 

39.30 

1 . 2E+03 

8.  0E+06 

33.91 

65.91 

3.7E+03 

2.  6E+07 

76.66 

86.  66 

6.6E+03 

2.  BE+07 

78.  19 

88.  19 

6.9E+03 

2N326 

TRANS 

0.3900 

‘“To-' 

2.0 

1G 

6.6E+03 

16.22 

42.43 

6. 9E+02 

8 .  OE+-03 

17.  12 

44.24 

7.6E+02 

8.  OE+06 

32.20 

74.40 

2.4E+03 

2. 6E+07 

44.04 

98.07 

4.3E+03 

2.  BE+07 

44.90 

99.81 

4.3E+03 
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Figure  7.13  Exposure  Timer 


7.6.2  Emitter  Follower 

The  Emitter  Follower  schematic  is  shown  in  Figure  7.14  EMP  coupled  to  the 
remote  control  cable  can  cause  failure  in  the  base-emitter  junction  of  the  2N526  (Q 1 06) 
transistor.  The  computed  current  is  1 7.6 A.  The  failure  threshold  for  this  device  is 
16.22 A,  therefore,  this  junction  is  vulnerable. 

7.6.3  M.  A.  Regulator 

The  M.A.  Regulator  schematic  is  shown  in  Figure  7.15.  For  this  analysis,  it  is 
assumed  that  the  tube  and  the  circuit  are  separated  by  cable.  If  this  is  the  case,  then 
EMP  will  couple  to  the  cable  and  can  present  a  threat  at  the  collector-base  junction  of 
the  2N441  (Q304)  transistor.  The  computed  current  at  this  junction  is  14.7A.  The 
generic  threshold  is  12.56A  at  f  =  0.66  MHz,  therefore,  a  vulnerability  is  indicated.  In 
this  case,  however,  the  exact  configuration  should  be  confirmed  with  the  manufacturer 
if  a  more  detailed  assessment  of  this  unit  is  desired. 
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7.7  EK/5A  ELECTROCARDIOGRAPH,  BURDICK  CORP. 


The  patient  cable  interface  and  the  power  cable  interface  were  examined  for  this 
unit.  The  schematic  is  shown  in  Figure  7.16.  Generic  part  data  was  used  for  this  unit. 
The  failure  thresholds  are  given  in  Table  7.7. 

7.7.1  Patient  Cable  C 

A  likely  EMP  path  to  ground  on  patient  cable  C  is  through  CR9  and  CR10.  The 
current  in  this  path  will  be  14A  due  to  the  assumed  EMP  threat.  In  the  reverse  bias 
condition,  this  current  can  cause  failure  in  the  diode  limiter  circuit.  The  generic 
failure  threshold  is  3.71  A.  A  more  detailed  analysis  would  be  required  to  establish  the 
effect  of  this  failure  to  the  patient  monitor  circuits. 

7.7.2  Power  Cable 

A  likely  path  to  ground  for  EMP  coupled  to  the  power  cable  is  through  CR21  and 
C32  (see  Figure  7.16).  The  EMP  current  in  this  path  can  be  14A.  Assuming  the  generic 
failure  threshold  of  3.71  A,  the  diode  will  fail  due  to  the  EMP  pin  threat. 
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•ctrocardio^raph,  Burdick  Corp.,  Schematic 


» 


•  Table  7.7  Failure  Thresholds  for  the  EK/5A  Electrocardiograph 


EK/3A  ELECTROCARDIOGRAPH  BURDICK  CORP. 


PART 

NO. 

PART 
TYPE  , 

K 

VBD 

RB 

REF 

F  (Hz  > 

I  (F) 

V(F> 

P(F> 

TIS-97 

TRANS 

0.0600 

3 

10.0 

G 

6.6E  .3 

3.01 

33.  13 

1. 1E+02 

, 

8.0E+03 

3.  17 

36.73 

1 . 2E+02 

B.0E+06 

3.B3 

63.26 

3. 7E+02 

2.6E+07 

7.90 

B4.03 

6.6E+02 

2.  BE +07 

B.  06, 

83.37 

6.9E+02 

CR9| 10 

DIODE 

0.3000 

SO 

23. 0 

8 

6.6E+05 

3.71 

142.72 

3. 3E+02 

8. 0E+03 

3.93 

148.26 

3. BE+02 

8. 0E+06 

7.64 

241.09 

l.BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.  BE *07 

10.79 

319.64 

3.4E+03 

CR21 

DIODE 

0.3000 

30 

C3.0 

8 

6.6E+03 

3.71 

142.72 

3. 3E+02 

8. 0E+03 

3.93 

148.26 

3. BE+02 

8.0E+06 

7.64 

241.09 

1 . BE+03 

2 . 6E+07 

10.37 

314.27 

3.3E+03 

2.BE+07 

10.79 

319.64 

3. 4E+03 

t 


» 
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7.S  Volumetric  Infusion  Pump,  IMED  Model  922 

The  power  cable  interface  was  examined  for  this  unit.  The  schematic  for  this  unit 
is  shown  in  Figure  7.17.  A  possible  path  for  EMP  to  ground  is  throug'-  the  rectifier  and 
to  the  2N4401  transistor,  Q7.  This  path,  and  others,  in  the  bridge  circuit  contain  5.6K 
resistors  which  limit  the  current  to  less  than  1  amp.  This  is  below  the  generic  failure 
threshold  for  all  parts.  Therefore,  this  unit  will  survive  the  assumed  EMP  threat. 
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Volumetric  Infusion  Pump 


Table  7.8  Failure  Thresholds  for  the  1MED  Volumetric  Infusion  Pump 


VOLUMETRIC  INFUSION  PUMP  I MED  MODEL  922 


PART 

PART 

NO. 

TYPE 

K 

VBD 

R8 

REF 

F  (Hz ) 

1(F) 

V  <F) 

P  (F) 

2N4403 

TRANS 

0.0600 

50 

23.0 

Q 

6.6E+03 

1.29 

B2.20 

1. 1E+02 

8.0E+03 

1.38 

84.49 

1 . 2E+02 

8.0E+06 

2.97 

124. 19 

3.7E+02 

2.6E+07 

4.23 

136. 2C 

6.6E+02 

2.BE+07 

4.33 

138.63 

6.9E+02 

1N4001 

DIODE 

0.3000 

SO 

23.0 

G 

6.6E+03 

3.71 

142.72 

3.3E+02 

B.OE-t-03 

3.93 

148.26 

3.8E+02 

B.0E+06 

7.64 

241.09 

1 . 8E+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.8E+07 

10.79 

319.64 

3. 4E+03 

2N4401 

TRANS 

0.0600 

3 

10.0 

G 

6.6£*03 

3.01 

33.13 

1. 1E+02 

B.0E+03 

3.  17 

36.73 

1 . 2E+02 

8.0E+06 

3.83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.8E+07 

B.  06 

83.37 

6.9E+02 

! 
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7.9  BLOOD  GAS  ANALYZER,  L  L.  INC.,  MODEL  113 

The  schematic  for  the  Blood  Gas  Analyzer  is  shown  in  Figure  7.18.  The  only  long 
external  conductor  to  this  unit  is  the  power  cord.  A  possible  EMP  path  to  ground  is 
from  the  transformer  through  the  emitter-base  junction  of  transistor  Q13.  Failure 
thresholds  are  given  in  Table  7.9.  The  computed  EMP  current  for  the  transistor 
junction  is  12. 95 A.  This  exceeds  the  failure  thresholds  for  all  the  piece  parts  at  f  =  0.66 
MHz.  Therefore,  this  unit  is  likely  to  fail  if  the  power  circuit  is  left  unprotected. 
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Figure  7.18  Blood  Gas  Analyzer,  L  L.  Inc.  Model  113 


Table  7.9  Failure  Thresholds  for  the  Blood  Gas  Analyzer,  LL.  Inc.  Model  113 


BLOOD 

BAS  ANALYZER  l.L. 

INC. 

MODEL 

113 

PART 

PART 

. 

NO. 

TYPE 

K 

VBD 

RB 

REF 

F  (H*  > 

I  <F) 

V(F> 

P  <F> 

DIODE 

0.3000 

_30~ 

“isTo" 

B 

A. AE+03 

3.71 

142.72 

3. 3E+02 

B.0E+03 

3.93 

14B.2A 

3.BE+02 

8.0E+0A 

7.A4 

241.09 

1 . BE+03 

2. AE+07 

10.37 

314.27 

3.3E+03 

2.8E+07 

10.79 

319. A4 

3. 4E+03 

70100 

TRANS 

0.2300 

10 

2~.0~ 

~5 

A.  AE+03 

12. 3A 

33.  12 

4.4E+02 

S.0E+03 

13.  2B 

3A.3A 

4.9E+02 

9.0E+0A 

23.32 

A0.A4 

1 . 3E+03 

2. AE+07 

34.79 

79.  3B 

2. BE+03 

2. BE +07 

33.  4B 

80.97 

2.9E+03 

Q13 

TRANS 

0.2300 

10 

2.0 

"5 

A. AE+03 

12.  3A 

337l2~' 

4.4E+02 

8.0E+03 

13.  2B 

3A.3A 

4.9E+02 

8.0E+0A 

23.32 

AO.  A4 

1 . 3E+03 

2. AE+07 

34.79 

79.38 

2. BE+03 

2.8E+07 

33.48  . 

BO.  97 

2. 9E+C3 

7.10  Xenon  Endoscopic  Light  Source,  Model  L12 

The  schematic  for  this  unit  is  shown  in  Figure  7.19.  The  only  long  external 
conductor  is  the  power  cord.  A  possible  EMP  path  to  ground  is  through  the  rectifier 
circuit  and  the  collector-emitter  junction  of  the  transistor  Q120.  The  failure  thresholds 
are  given  in  Table  7.10.  The  computed  EMP  current  is  12.9A.  This  current  exceeds  the 
failure  thresholds  at  f  =  0.66  MHz.  Therefore,  the  unit  is  vulnerable  to  EMP  if  the 
power  input  is  left  unprotected. 


Xenon  Endoscopic  Light  Source 


I 


I  Table  7.10  Failure  Thresholds  for  the  Xenon  Endoscopic  Light  Source 


I 


XENON  ENDOSCOPIC  LIQHT  SOURCE  MODEL  L12 


PART 

NO. 

PART 

TYPE 

K 

VBD 

R8 

REF 

F<Hz> 

I  IF) 

V(F) 

P(F) 

1N43B3 

DIODE 

0.3000 

30 

23.0 

S 

6. 6E+05 

3.71 

142.72 

3. 3E+02 

8. 0E+03 

3.93 

148.26 

3. 8E+02 

' 

8.0E+06 

7.64 

241.09 

1 . 8E+03 

2.6E+07 

10.37 

314.27 

3. 3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

SV76233 

TRANS 

0.2300 

10 

2.0 

Q 

6.6E+03 

12.36 

33. 12 

4.4E+02 

B.0E+03 

13.28 

36.36 

4.9E+02 

a. oE+oi 

23.32 

60.64 

1 . 3E+03 

2;6E*07 

34.79 

79.38 

2. 8E+03 

2.SE+07 

33.48 

80.97 

2. 9E+03 

1N4936 

DIODE 

0.3000 

30 

23.0 

a 

6.  6E+05 

3.71 

142.72 

3.3E+02 

8.  0E+03 

3.93 

148.26 

3. BE+02 

8.0E+06 

7.64 

241 . 09' 

1 . 8E+03 

2.  6E+07 

10.37  ■ 

314.27 

3.3E+03 

2.  BE +07 

10.79 

319.64 

3.4E+03 
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7.11  Spectrophotometer,  Stasar 

The  schematic  for  this  unit  is  shown  in  Figure  7.20.  Possible  EMP  coupling  can 
occur  through  the  12.6  volt  input  from  the  main  power,  and  through  the  11  volt  input 
from  the  main  power.  The  computed  currents  for  these  paths  are  less  than  2.6A.  This 
is  below  all  failure  thresholds  of  the  affected  parts.  Therefore,  this  unit  will  survive 
the  assumed  EMP  threat. 


Table  7.11  Failure  Thresholds  lor  the  Stasar  Spectrophotometer 


SPECTROPHOTOMETER  STASAR 


PART 

NO. 

PART 

TYPE 

K  VBD 

RB  REP 

F<Hi) 

I  <F) 

V(F) 

P(F) 

2N3034 

TRANS 

0.2300  JO 

575  S 

6.6E+03 

12752  " 

35775“ 

4.4E+02 

8.0E+O3 

13.28 

36.36 

4.9E+02 

8. 0E+06 

23.32 

60.64 

l . 3E+03 

2.6E+07 

34.79 

79.38 

2. BE+03 

2. BE *07  33.48  80.97  2.9E+03 


2N3033 

TRANS 

0.2300 

10 

2.0 

B 

6.  6E+03 
B.0E+05 

B. 0E+O6 
2.6E+07 
2.8E+07 

12.36 

13.28 

23.32 

34.79 

33.43 

33.  12 
36.36 
60.64 
79.38 
80.97 

4.4E+02 

4.9E+02 

1 . 3E+03 
2.8E+03 
2.9E+03 

VR723 

diode 

0.3000 

“55” 

23.0 

“5" 

6.6E+03 

5771 

142.72 

3.3E+02 

, 

8.0E+03 

3.93 

148.26 

3.BE+02 

8.0E+06 

7.64 

241.09 

1. BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2. 8E+07 

10.79 

319.64 

3.4E+03 

1N914 

DIODE 

0.3000 

“so 

“557” 

B 

z:z£ioi 

3.71 

775772 

"575i>02 

8.0E+03 

3.93 

148.26 

5. 8E+02 

8.0E+06 

7.64 

241.09 

1 . 8E+03 

2.6E+07 

10.37 

314.27 

3. 3E+03 

2.BE+07 

10.79 

319.64 

3. 4E+03 

2N1303 

TRANS 

0.0600 

3 

10.0 

“5" 

6.6E+03 

5757 

55775 

1.  lE-:02 

8.0£t-03 

3.  17 

36.73 

1 . 2E+02 

8.0E+06 

3.83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.9E+07 

8.06 

83.37 

6.9E+02 

VM148 

DIODE 

0.3000 

30 

23.0 

“s' 

676E+03 

3.71 

742.72 

3.3E+02 

8.0E+03 

3.93 

148.26 

3.8E+02 

9.0E+06 

7.64 

241.09 

1 . 8E+03 

2.6G+07 

10.37 

314.27 

3. 3E+03 

2. 0E+O7 

10.79 

319.64 

3. 4E+03 
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7.12  Opthalmic  Diathermy,  TR  3000 

The  schematic  for  this  unit  is  shown  in  Figure  7.21.  The  footswitch  and  handle 
controls  and  the  power  interface  were  examined.  Of  these,  the  power  interface  may 
contain  vulnerable  components.  As  in  previous  equipments,  the  power  interface 
contains  a  transformer  and  rectifier  with  possible  paths  to  semiconductor  junctions. 
Tables  7.12a  and  7.12b  give  the  failure  thresholds.  EMP  induced  currents  above  3.71  A 
will  cause  failure.  The  coupled  EMP  currents  can  be  up  to  10A  for  the  power  interface. 
An  added  threat  to  the  2N3645  transistor  Q5  comes  from  possible  EMP  coupling  from 
both  the  handle  control,  and  the  power  cord.  Therefore,  this  unit  is  vulnerable  to  EMP 
without  added  protection. 
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7.21  Opthalmic  Diathermy,  TR  3000 


Table  7.12a  Failure  Thresholds  for  the  Opthalmic  Diathermy  TR  3000 


OPTHALMIC  DIATHERMY  TR  3000 


PART 

NO. 

PART 

TYPE 

K 

VBD 

RB 

REF 

F  <H*  > 

I  <F> 

V(F) 

P  <F) 

VS  148 

DIODE 

6.3000 

30 

23.0 

S 

6.6E+03 

3.71 

142.72 

3. 3E+02 

8.0E+03 

3.93 

148.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

1 . BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

A13A 

DIODE 

0.3000 

50 

73.0 

G 

6.6E+03 

3.71 

142.72 

3. 3E+02 

8.0E+03 

3.93 

148.26 

3.8E+02 

0.  0E+06 

7.6* 

241.09 

1 . BE+03 

2. 6E+07 

10.37 

314.27 

3.3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

2N3070 

TRANS 

0.2300 

100 

2.0 

G 

6.6E+03 

4.08 

10Q. 16 

4.4E+02 

8.0E+03 

4.46 

108.92 

4.9E+02 

B . 0E+06 

12.32 

124.64 

1 . 3E+03 

2.6E+07 

19.82 

139.63 

2. BE+03 

2. BE+07 

20.40 

140.81 

2.9E+OS 

i 


j 

t 

i 

t 

f 

i 

I 
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Table  7.12b  Opthalmic  Diathermy  TR  3000 
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^  7.13  Birtcher  771  Micro  Bipolar  Coagulator 

The  schematic  for  this  unit  is  shown  in  Figure  7.22.  The  interface  circuits  studied 
were  the  power  interface  and  the  foot  switch  interface.  The  failure  thresholds  for  the 
diode  type  used  in  these  circuits  are  given  in  table  7.13.  The  maximum  EWP  currents 
|  computed  for  these  circuits  did  not  exceed  0.1  A.  Therefore,  this  unit  is  hard  to  the 

assumed  EMP  threat. 

» 
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0 
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4 


Birtcher  771  Micro  Bipolar  Coagulator 


./ 


Table  7.13  Failure  Thresholds  lor  the  Micro 

Bipolar  Coagulator,  Birtcher  771 


MICRO  BIPOLAR  COAGULATOR  BIRTCHER  771 


PART 

NO. 

PART 

TYPE 

K  VBD 

R8 

REF 

F  (Hz  > 

I  (F) 

V  <F) 

P(F) 

1N314B 

DIODE 

0.3000  SO 

23.0 

G 

6.6E+03 

3.71 

142.72 

3. 3E+02 

0.OE+O3 

3.93 

14G.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

t . BE+03 

2.6E+07 

10.37 

314.27 

3. 3E+03 

2.8E+07 

10.79 

319.64 

3.4E+03 

o 


•  • 
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7.14  Portaray  Heliodent  70,  Siemens  D3 1 52 

The  schematics  for  this  unit  are  shown  in  Figures  7.23  and  7.24.  The  vulnerability 
identified  for  the  Portaray  is,  as  in  many  previous  cases  discussed,  in  the  power 
interface.  More  data  would  be  required  from  the  manufacturer  to  search  for  other 
possible  EMP  coupling  paths.  The  failure  threshold  data  is  given  in  Table  7.14.  A 
possible  EMP  path  is  from  the  transformer  through  to  V2,  V3,  and  V4,  and  C3. 
Assuming  generic  part  parameters;  the  computed  current  in  this  path  is  6.8A.  This 
exceeds  the  failure  thresholds  at  f  =  0.66  MHz.  Therefore,  the  power  interface  is 
vulnerable,  if  left  unprotected. 


37 


Figure  7.23  Siemens  D3152  Porlaray  Heliodent  70 


Figure  7.2k  Siemens  D3152  Portaray  Heiiodent  70 


Table  7.14 


Failure  Thresholds  for  the  Portaray  Heliodent  70  X-Ray  Unit 


PORTARAY  HELIODENT  7 f-  SIEMENS  D3132 


| 


1 


u 


(S 


PART 

NO. 

PART 

TYPE 

K 

VBD 

RB 

REF 

FCHx> 

I  (F) 

V  <F) 

P  (F) 

U1 

TRANS 

0.0600 

3 

10.0 

G 

6.6E+03 

3.01 

33.  13 

1. 1E+C2 

8.0E+03 

3.17 

36.73 

1 . 2E+02 

B.0E+06 

3.83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.BE+07 

8.06 

83.37 

6.9E+02 

VI 

DIODE 

0. 3000 

30 

23.0 

G 

6.6E+05 

3.71 

142.72 

3.3E+02 

8.0E+03 

3.93 

148.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

1 .  BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.  BE+07 

10.79 

319.64 

3.4E+03 

V19 

TRANS 

0.0600 

3 

10.0 

G 

6.  6E+03 

3.01 

35.13 

1. 1E+02 

8.0E+03 

3. 17 

36.73 

1 . 2E+02 

B.  0E+06 

3.83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.8E+07 

B.06 

83.37 

6.9E+02 

V2 

DIODE 

0.3000 

30 

23.0 

G 

6.6E+03 

3.71 

142.72 

S..3E-r02 

8.0E+03 

3.93 

148.26 

3.BE+02 

B.0E+06 

7.64 

241.09 

1 . BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.8E+07 

10.79 

319.64 

3. 4E+03 

V3 

DIODE 

0.3000 

30 

23.0 

G 

6. 6E+03 

3.71 

142.72 

3.3E+02 

8.0E+03 

3.93 

148.26 

3. BE+02 

8.0E+06 

7.64 

241.09 

1 . BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.  BE+07 

10.79 

319.64 

3.4E+03 

V4 

DIODE 

0.3000 

30 

23.0 

G 

6.6E+03 

3.71 

142.72 

3.3E+02 

8.0Et-03 

3.93 

148.26 

3.8E+02 

0.GE+O6 

7.64 

241.09 

1 . 8E+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.  BE+07 

10.79 

319.64 

3.4E+03 

4# ' 
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7.15  Birtcher  Model  339  Electrocardiograph 

The  schematic  for  this  unit  shown  in  Figure  7.25.  Only  the  sensor  interfaces  are 
shown.  Insufficient  detail  was  available  to  assess  the  power  supply  interface.  Failure 
thresholds  are  given  in  table  7.15.  The  sensor  leads  on  this  unit  contain  20K  resistors, 
which  will  limit  the  current.  Therefore,  these  interfaces  are  not  vulnerable  to  the 
assumed  EMP  threat. 


> 


Table  7.15a  Failure  Thresholds  for  the  Birtcher  Model  339 


>  ELECTROCARDIOGRAPH  BIRTCHER  MODEL  339 


PART 

NO. 

PART 

TYPE 

K 

VBD 

R£  . 

REF 

F  (Hz ) 

I  (F) 

V  <F) 

P  (F) 

MR751 

DIODE 

0.  3000 

50 

23.0 

G 

6.6E+05 

3.71 

142.72 

3. 3E+02 

0. 0E+05 

3.93 

148.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

1 . 8E+03 

2.6E+07 

10.37 

314.27 

3. 3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

MJE720 

TRANS 

0.2300 

100 

2.0 

G 

6.6E+03 

4.08 

108. 16 

4.4E+02 

8. 0E+03 

4.46 

108.92 

4.9E+02 

8.0E+06 

12.32 

124.64 

1 . 5E+03 

2.6E+07 

19.82 

139.63 

2.BE+03 

2. 8E+07 

20.40 

140.81 

2.9E+03 

CR309 

DIODE 

0.3000 

30 

23.0 

G 

6.6E+05 

3.71 

142.72 

3.3E+02 

8.0E+05 

3.93 

148.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

1 . 8E+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.8E+07 

10.79 

319.64 

3.4E+03 

MJE710 

TRANS 

0.2300 

lOO 

2.0 

G 

6. 6E+05 

4.08 

108. 16 

4.4E+02 

8.0E+05 

4.46 

108.92 

4.9E+02 

8.  0E+06 

12.32 

124.64 

1 . 3E+03 

2.6E+07 

19.82 

139.63 

2.8E+03 

2.BE+07 

20.40 

140.81 

2.9E+03 

SG4301N 

DIODE 

0.3000 

30 

23.0 

G 

6.6E+03 

3.71 

142.72 

5.3E+02 

8.0E+03 

3.93 

148. 26 

3.BE+02 

8.0E+06 

7.64 

241.09 

l . BE+03 

2.6E+07 

10.37 

314.27 

3.3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

S 
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Table  7.15b  Failure  Thresholds  for  the  Electrocardiograph,  Birtcher  Model  339 


7.16  Flame  Photometer,  LL.  Inc.  Model  343 

The  schematic  for  this  unit  is  in  Figure  7.26.  The  power  and.  the  transient 
inhibitor  interfaces  were  examined.  The  failure  thresholds  are  given  in  Table  7.16.  The 
EMP  induced  currents  in  the  transient  inhibitor  will  be  less  than  1A,  therefore,  this 
circuit  wilt  survive.  The  EMP  induced  current  in  the  power  interface  is  13.9A.  This 
exceeds  all  failure  thresholds.  Therefore,  EMP  protection  is  required. 
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POWER  CONTROL  CIRCUIT 


Figure  7.26  Flame  Photometer  Power  Control  Circuit 


Table  7.16  Faih/re  Thresholus  for  the  Flame  Photometer,  LL.  Inc.  Model  343 


» 


§ 


» 


» 
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FLAME  PHOTOMETER  t.L.  INC.  MODEL  343 


PART 

NO. 

PART 

TYPE 

K 

VBD 

RB 

REF 

F  (H: ) 

I  <F1 

V  (F) 

P  (F) 

37423 

DIODE 

0.3000 

30 

23.0 

G 

6.6E+03 

3.71 

142.72 

3.3E+02 

8.0E+03 

3.93 

148.26 

3.8E+02 

8.0E+06 

7.64 

241.09 

1 . 8E+03 

2. 6E*07 

10.  37 

314.27 

3. 3E+03 

2.BE+07 

10.79 

319.64 

3.4E+03 

CA3043 

TRANS 

0.0600 

3 

10.0 

G 

6.6E+03 

3.01 

33.  13 

1. 1E+02 

8.  0E*C3 

3.  17 

36.73 

1 . 2E+02 

8.0E+06 

3.83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.8E+07 

8.06 

83.37 

6.9E+02 

60183 

THYRIS 

0.3000 

30 

23.0 

G 

6.  6E+03 

3.71 

142.72 

' 3.3E+02 

8.0E+03 

3.93 

148.26 

3.BE+02 

' 

8.CE+06 

7.64 

241.09 

l.BE+03 

2.  6E*07 

10.37 

314.27 

3.3E+03 

2.8E+07 

10.79 

319.64 

3.4E+03 

1N4997 

DIODE 

0.3000 

30 

23.0 

G 

6. 6E+03 

3.71 

142.72 

3.3E+02 

8.0E+03 

3.93 

148.26 

3.0E+O2 

8.0E+06 

7.64 

241.09 

l.BE+03 

2. 6E+07 

10.37 

314.27 

3.3E+03 

2.BE+Q7 

10.79 

319.64 

3. 4E+03 

36374 

TRANS 

0.0600 

3 

10.0 

G 

6.6E+03 

3.01 

33.  13 

1.  1E+02 

8.0E+03 

3.  17 

36.73 

1 . 2E+02 

8.0E+06 

3.83 

63.26 

3.7E+02 

2 • 6E+07 

7.90 

84.03 

6.6E+02 

2.BE+07 

8.06 

83.37 

6.9E+02 

20203 

TRANS 

0.0600 

3 

10.0 

G 

6.6E+03 

3.01 

33.  13 

1. 1E+02 

8.0E+03 

3.  17 

,  36.73 

1 . 2E+02 

B.0E+06 

3.83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.0E+O7 

8.06 

83.57 

6.9E+02 

36490 

TRANS 

0.0600 

3 

10.0 

G 

6.6E+03 

3.01 

33.  13 

li  1E+02 

0.OE+O3 

3.  17 

36.73 

1 .2E+02 

B.0E+06 

3.  83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6. 6E+02 

2. 8E+07 

8.06 

83.37 

6.9E+02 

» 
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7.17  Electrocardiograph,  HP  1500  B 

The  schematic  for  this  unit  is  shown  in  Figure  7.27.  The  failure  thresholds  are 
given  in  Table  7.17.  As  with  other  similar  units,  the  sensor  leads  have  high  resistance 
(10K)  limiters  at  the  interface.  Therefore,  these  interfaces  are  not  vulnerable. 
Possible  failure  can  occur  to  CR110  in  the  AC  power  interface.  Assuming  no  losses  in 
the  transformer  for  the  worst  case,  the  current  at  this  diode  can  be  17 A.  Therefore, 
the  power  interface  is  vulnerable  to  the  assumed  EMP  threat. 


6> 
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Figure  7.27  HP  1500  B  Electrocardiograph  Schematic 


Table  7.17  Failure  Thresholds  for  HP  1500  B  Electrocardiograph 


ELECTROCARDIOGRAPH  HP  1300B 


PART 

NO. 

PART 

TYPE 

K 

VBD 

RB 

REF 

F  (Hi ) 

I  (F) 

V  <F) 

P  (F) 

2N2484 

FRANS 

0.0630 

74 

0.3 

1 

6.6E+03 

1.21 

94.61 

1. IE+02 

B.0E+03 

1.33 

94.67 

1 . 3E+02 

B.0E+06 

4.  16 

96.  OB 

4.0E+02 

2.6E+07 

7.37 

97.68 

7.2E+02 

2.BE+07 

7.64 

97.02 

7.3E+02 

2N3704 

TRANS 

0.0600 

3 

10.0 

"g" 

6.6E+05 

3.01 

33.  13 

1. IE+02 

8.0E+03 

3.17 

36.73 

1 . 2E+02 

8.0E+06 

3.B3 

63.26 

3. 7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.BE+07 

a.ot 

83.37 

6. 9E+02 

1N4713 

DIODE 

0.7800 

1.0 

1G 

6.6E+03 

33. 18 

41.40 

1 . 4E+03 

8.0E+03 

34.99 

43.29 

1 . 3E+03 

8.0E+06 

63.  19 

73.49 

4.BE+03 

2.6E+07 

88.88 

97.  18 

B.6E+03 

2.8E+07 

90.62 

98.92 

9.0E+03 

2N4249 

TRANS 

0.0600 

3 

*”To7o” 

~G 

6.6E+03 

3.01 

33.  13 

,1.  IE+02 

B.0E+03 

3.  17 

36.73 

1 . 2E+02 

8.0E+06 

3. 83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.  BE*07 

B.  06 

83.37 

6.9E+02 

FOG 1088 

DIODE 

0.6000 

lO 

1.0 

“5”~ 

6. 6E+03 

27.92 

37.92 

1. 1E+03 

8.0E+O3 

29.30 

39.30 

1 . 2E+03 

8.0E+06 

33.91 

63.91 

3.  7E+03 

2.6E+07 

76.66 

86.66 

6.6E+03 

2.8E+07 

7B.  19 

88.  19 

6.9E+03 

2N3034 

TRANS 

0.2300 

10 

2.0 

G 

6. 6£*03  ' 

12.36 

33.  12 

4.4E+02 

8.0E+03 

13.28 

36.36 

4.9E+02 

8. 0E+06 

23.32 

.  60.64 

1 . 5E+03 

2. 6E+07 

34.79 

79.38 

2.8E+03 

2.8E+07 

33.48 

80.97 

2.9E+03 

2N3704 

TRANS 

0. 0600 

3 

10.0 

~G 

6. 6E+03 

3.01 

33.  13 

1. IE+02 

B.  0E+03 

3.  17 

36  .  73 

1.2E+02 

8. 0E+06 

3.  83 

63.26 

3.7E+02 

2.6E+07 

7.90 

84.03 

6.6E+02 

2.8E+07 

8.06 

83.37 

6.9E+02 

1 
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7.1  S  Summary  of  Assessments 

Seventeen  units  of  medical  equipment  were  assessed.  Of  these,  six  units  do  not 
require  EMP  hardening.  The  screen  of  the  remaining  eleven  units  has  indicated  possible 
vulnerabilities  at  the  interface  level.  Table  7.18  contains  a  summary  of  the  assessment 
results. 

The  results  obtained  should  be  treated  as  preliminary  in  that  in  many  instances 
generic  failure  data  was  used.  The  indication  is  clear,  however,  that  many  power  and 
sensor  interfaces  for  medical  equipments  would  be  damaged  by  EMP.  Damage  observed 
in  the  AESOP  tests  provides  supporting  evidence.  The  next  step  in  this  assesstr.ent 
procedure  would  be  to  perform  a  more  detailed  circuit  (but  not  excessive)  analysis  to 
confirm  the  flagged  vulnerabilities.  Specific  part  failure  data  should  be  researched. 
Once  the  vulnerability  is  reconfirmed,  proceeding  with  EMP  mitigation  measures  would 
be  justified.  The  next  chapter  discusses  hardening  measures  applicable  to  medical 
equipment. 


• 

• 

Table  7.18  Summary  of  Assessments 

Power 

Sense 

«•  Is 

Power 

EMP 

Sensor 

EMF 

'  Hardening 

- 

Unit 

Vulnerable 

Current 

Vulnerable 

Currer 

tt  Required? 

• 

Neomed  3000  ESA 

Yes 

8.3  A 

Yes 

7.9/* 

i  Yes 

Defibrillator  <Jc  Cardioscope 

Lifepak/33 

No 

3.44  A 

No 

.77, 

No 

• 

Oxygen  Monitor  Ohmeda 

- 

Model  5100 

No 

n/a 

No 

,6A 

No 

Resuscitator,  Globe  Safety 

Products,  Inc. 

Yes 

14A 

No 

n/a 

Yes 

• 

Ultransonic  Generator, 

Rich-Mar  IV 

Yes 

7.1  A 

No 

n/a 

Yes 

X-Ray  Apparatus, 

2mA,  120KVP 

Yes 

17.6A 

n/a 

n/a 

Yes 

• 

EK/5A  Electrocardiograph, 

Burdick  Corp. 

Yes 

14  A 

Yes 

14A 

Yes 

Volumetric  Infusion  Pump, 

IMED  Model  922 

No 

IA 

n/a 

n/a 

No 

• 

Blood  Gas  Analyzer, 

I.L.  Inc.,  Model  1 13 

Yes 

12.59  A 

n/a 

n/a 

Yes 

Xenon  Endoscopic  Light 

o 

Source,  Model  LI 2 

Yes 

12. 9A 

n/a 

n/a 

Yes 

Spectrophotometer 

1 

Stasar 

No 

2.6A 

n/a 

n/a 

No 

Opthalmic  Diathermy 

w 

TR  3000  • 

Yes 

10A 

No 

.12/ 

\  Yes 

Birtcher  Micro  Bipolar 

Coagulator 

No 

,1A 

No  . 

.1 A 

No 

• 
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Table  7.18  -  (Continued) 


»  Power  Sensor  Is 

Power  EMP  Sensor  EMP  Hardening 

Unit  .  Vulnerable  Current  Vulnerable  Current  Required? 


Portaray  Heliodent  70, 
Siemens  D3I52 

Yes 

6.8A  • 

n/a 

n/a 

Yes 

Birtcher  Model  339 
Electrocardiograph 

n/a 

n/a 

No 

1A 

No 

Flame  Photometer, 

I.L.  Inc.,  Model  343 

Yes 

13.9A 

n/a 

n/a 

Yes 

Electrocardiograph 

HP  1500B 

Yes 

17  A 

No 

1A 

Yes 
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8.  EMP  MITIGATION  OPTIONS  AND  PROTECTION  DEVICES 


Protection  of  medical  equipment  against  EMP  need  not  be  as  extensive  and  costly 
as,  for  instance,  would  be  required  for  hardening  a  missile  against  in-flight  exposure. 
When  EMP  hardened  ISO-shelters  become  available,  use  of  these  shelters*  with 
protected  penetrations,  will  provide  adequate  protection  for  units  located  inside.  As 
discussed  earlier,  the  hardened  ISO-shelters  provide  approximately  60dB  of  shielding 
against  EMP.  All  equipment,  however,  will  not  be  located  in  these  shelters.  There  will 
be  times  when  the  equipment  is  deployed  in  Temper  tents.  The  final  identification  of 
equipment  locations  and  shelter  types  will  be  possible  when  the  standardized  unit 
definition  is  completed  by  the  Defense  Medical  Standardization  Board. 

Power  protection  is  the  primary  requirement  for  the  medical  equipment  surveyed. 
Vulnerable  sensor  and  control  leads  must  also  be  protected  on  units  deployed  in  other 
than  hardened  ISO-shelters.  A  wide  variety  of  protection  devices  exist  which  would  be 
applicable  for  use  in  medical  equipment.  Some  representative  devices  are  discussed  in 
the  following  sections. 

5.1  SPARK  GAPS 

8.1.1  Operation 

One  of  the  types  of  spark  gaps  used  for  EMP  protection  are  voltage  threshold 
switching  devices  which  consist  of  two  or  more  metal  electrodes  hermetically  sealed  in 
a  gas-filled  insulated  housing.  Some  spark  gaps  contain  minute  quantities  of  radioactive 
isotopes  to  stabilize  the  firing  point  and  to  give  fast  response.  Other  types  use  shaped 
electrodes  in  a  contact  with  dielectric  to  accomplish  the  same  purpose. 

For  many  applications,'  it  is  necessary  to  use  a  current  limiting  resistor  in  series 
with  the  spark  gap.  The  transient  current  flowing  through  the  resistor-gap  combination 
causes  an  1R  drop  across  the  resistor  which  adds  to  the  arc  voltage  of  the  gap.  The  sum 
of  the  1R  drop  and  arc  voltage  is  called  the  discharge  voltage. 
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Spark  gaps  have  a  finite  discharge  life  due  to  the  physical  deterioration  of  the 
device  when  it  is  in  the  discharge  mode  at  high  current  levels. 

5.1.2  Applications 

8. 1.2.1  AC  Power  -  The  first  step  for  spark  gap  selection  for  ac  power  is  that  the 
gaps  static  firing  voltage  must  be  25%  greater  than  the  peak  ac  circuit  voltage.  The 
next  step  is  to  select  a  spark  gap  that  is  able  to  handle  the  input  transient  current  and 
any  follow-current.  Follow-current  is  current  through  the  gap  from  the  ac  circuit 
sources  following  the  transient  and  prior  to  gap  extinction  at  the  next  zero  of  the 
frequency  half  cycle.  For  a  50  Hz  system  the  power  follow-current  may  have  a 
duration  of  10  msec.  This  follow-current's  long  duration  can  cause  deterioration  of  the 
spark  gap  electrodes. 

The  next  step  is  to  consider  gap  extinction;  however,  this  is  usually  not  a  problem 
since  the  circuit  voltage  goes  through  zero  each  half  cycle. 

Lastly,  the  gaps  response  to  the  transient  input  must  be  considered  to  assure  that 
the  loads  damage  level  is  not  exceeded. 

8. 1.2.2  Control  Circuits  -  For  these  circuits,  extinction  due  to  dc  power  on  the 
line  and  ac  follow-currerit  is  generally,  not  a  problem.  In  many  cases  where  a  dc  voltage 
source  is  present  the  available  dc  short  circuit  current  is  sufficiently  low  to  allow  the 
gap  to  extinguish  without  additional  series  resistance.  The  usual  considerations  in  spark 
gap  selection  are  static  breakdown,  transient  current  capability  and  spark  gap  transient 
voltage  response. 

8.1.3  Spark  Gap  Features 

8.1. 3.1'  Advantages 

a.  Low  cost 

b.  Small  size 

c.  High  current  and  energy  capacity 

d.  Bipolar  operation 

e.  Three  terminal  gaps  available 

f.  Low  capacitance 

g.  Coaxial  package  available 

h.  Fast  response 
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i.  Low  leakage  currents 

.  j.  Can  be  used  to  treat  power,  communications,  transmission  line,  and 
control  cable  penetrations. 

8. 1.3.2  Disadvantages 

a.  .  Poor  dV/dt  turn-on  characteristics  (i.e.,  large  clamping  factor) 

b.  Usually  requires  use  of  secondary  protection  elements 

c.  Spark  gap  may  not  extinguish  for  dc  applications 

d.  Power  follow-current  can  damage  spark  gap  in  ac  circuits 

e.  Finite  surge  life 

8. 1.3.3  Application  for  medical  equipment.  When  used  together  with  filters, 
spark  gaps  will  provide  good  EMP  protection  for  power  at  hardened  shelter  inputs.  A 
typical  device,  applicable  to  medical  equipment,  is  shown  in  Figure  8.1. 

8.2  METAL  OXIDE  VARISTORS 
8.2.1  Operation 

Metal  oxide  varistors  are  voltage  dependent,  nonlinear  resistors  which  have  an 
electrical  behavior  similar  to  back-to-back  zener  diodes.  Their  symmetrical,  sharp 
breakdown  characteristics  enable  the  varistor  to  provide  excellent  transient  suppression 
performance.  When  exposed  to  high  level  EMP  transients  the  varistor  impedance 
changes  many  orders  of  magnitude  in  nanoseconds  from  a  near  open  circuit  to  a  highly 
conductive  level,  thus  clamping  the  transient  voltage  to  a  safe  level.  The  potentially 
destructive  energy  Of  the  incoming  transient  is  diverted  to  ground  by  the  varistor. 

Metal  oxide  varistors  are  available  with  ac  operating  voltages  from  10V  to  1000V. 
Higher  voltages  are  limited  only  by  packaging  ability.  Peak  current  handling  for  single 
surges  exceeds  25.000A  and  energy  capability  extends  beyond  6003  for  the  larger  units. 
Package  styles  include  the  axial  device  series  for  automatic  insertion  and  progress  in 
size  up, to  rugged  nigh  energy  devices. 
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Figure  8.1  Typical  data  sheet  for  a  spark  gap 
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3.2.2  Applications 

Varistors  have  two  characteristics  that  limit  their  application  and  make  silicon 
transient-voltage  suppressors  more  applicable  for  many  cases.  To  begin  with,  Varistors 
have  a  higher  clamping  factor  (Cp  =  clamping  voltage/breakdown  voltage)  at  high 
currents  than  silicon  transient  voltage  suppressors.  In  addition,  they  have  a  finite  pulse 
life  as  described  earlier.  These  two  varistor  characteristics  limit  their  application  for 
threating  most  penetrations.  They  are  generally  only  recommended  for  treating  ac 
power  penetrations  since  components  in  power  equipment  can  usually  withstand  the 
higher  clamping  voltages  of  varistors  as  well  as  the  change  in  device  characteristics 
caused  by  multiple  transients. 

8.2.3  Classes  of  Varistors 

Varistors  come  in  a  variety  of  sizes  and  ratings.  They  are  available  in  axial, 
radial,  cylindrical  and  rectangular  packages  having  leads  or  terminals.  The  varistors 
are  classed  into  low  current,  medium  current,  and  high  current  devices  as  described 
below. 

8.2.3. 1  Low  Current  -  Class  1  -  Class  l  varistors  have  4  peak  surge  current  rating 
of  200A  or  less  for  a  20  micro-sec  surge  and  can  survive  10**  surge  repititions.  These 
MOV's  are  contained  in  a  molded  axial  or  radial  lead  package  and  have  a  disc  diameter 
of  3  to  14  mm.  The  steady  power  dissipation  is  less  than  1  watt  for  Class  l  varistors. 

3. 2. 3. 2  Medium  Current  -  Class  2  -  The  Class  2  varistors  have  a  peak  surge 

4 

current  rating  of  300A  for  a  20  micro-sec  surge  and  can  survive  10  surge  repititions. 
The  MOV's  are  packaged  in  axial  type,  disc  type  or  rectangular  packages  and  have  a  disc 
diameter  of  20  to  32  mm.  The  steady-state  power  dissipation  is  less  than  15  watts. 

8.2. 3. 3  High  Current  -  Class  3  -  Class  3  varistors  have  a  peak  surge  current  rating 

4 

of  400A  for  a  20  micro-sec  surge  and  can  survive  10  surge  repititions.  The  MOV's  are 
contained  in  rectangular  and  cylindrical  packages  and  have  a  disc  diameter  of  32  mm  or 
greater. 

8.2.4  Varistor  Features 

3.2.4. 1  Advantages 

a.  High  transient  current  and  energy  handling  capability 

b.  Bipolar  operation 

c.  ■'Veil  defined  surge  characteristics 


d 

Low  cost 

e. 

Wide  range  of  operating  voltages 

8.2.4.2 

Disadvantages 

a. 

High  capacity 

b. 

Finite  pulse  lifetime 

c. 

Primarily  limited  to  treating  ac  penetrations 

d. 

High  leakage  current 

e. 

Wide  range  of  operating  voltages 

8.2.5  Application  for  Medical  Equipment 

When  used  together  with  a  filter,  will  provide  effective  power  line  protection.  A 
typical  data  sheet  is  shown  in  Figure  8.2. 
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Typical  data  sheet  for  Metal  Oxide  Varistors. 


8.3  SILICON  TRANSIENT  VOLTAGE  SUPPRESSOR 

8.3.1  Operation 

Silicon  transient  voltage  suppressors  (TVS)  are  PN  silicon  junction  diodes  that  are 

designed,  manufactured,  specified  and  tested  for  transient  suppression.  Their  special 

-12 

design  allows  the  device  tc  have  extremely  fast  operation  (approx.  10  sec),  and  to 
carry  high  peak  currents  and  handle  high  peak  powers  for  short  periods  of  time. 
Transient  suppression  is  obtained  by  ensuring  that  transient  pulses  take  the  device  into 
avalanche  breakdown.  The  avalanche  breakdown,  combined  with  low  bulk  resistance 
produces  a  very  sharp  knee  in  the  I-V  characteristics  of  the  TVS. 

Silicon  transient  voltage  suppressors  range  in  clamping  thresholds  from  1.3  to  700 
volts,  have  surge  energy  capability  at  10  sec  of  1  joule  and  a  capacitance  between  100 
to  15000  pf. 

8.3.2  Applications 

TVS's  have  low  clamping  factors  and  are  available  in  both  unipolar  and  bi-polar 
configuration.  TVS's  generally  do  not  have  an  adequate  surge  handling  capacity  to  serve 
as  a  primary  treatment  for  penetrations.  Hence,  they  are  usually  employed  as  a 
secondary  treatment  and  are  often  used  in  conjuction  with  spark  gaps  which  is  the 
primary  penetration  treatment. 

TVS's  are  useful  for  secondary  penetration  treatment  of  power,  signal,  and  control 
cables. 

8.3.2. 1  Reverse  Standoff  -  The  reverse  standoff  voltage  of  the  TVS  should  be 
equal  to  cr  greater  than  the  peak  operating  voltage  for  the  penetration. 

8. 3.2.2  Peak  Pulse  Power  -  The  peak  pulse  power  for  the  incoming  transient 
should  be  less  than  the  rated  peak  pulse  power  for  the  TVS.  The  rated  peak  pulse  power 
is  usually  given  in  graphical  form. 

8. 3. 2. 3  Peak  Pulse  Current  -  The  rated  peak  pulse  current  of  the  TVS  should  be 
greater  than  the  peak  current  of  the  input  transient. 

8. 3. 2. 4  Clamping  voltage  -  The  TVS  clamping  voltage  at  the  peak  transient 
current  should  be  less  than  the  damage  level  of  the  load. 

8.3.3  Silicon  Transient  Voltage  Suppressor  Features 
8.3.3. 1  Advantages 


a.  Fast  Response 

b.  Small  size 

c.  Low  cost 

d.  Bipolar  units  available 

e.  Long  surge  life 

,  f.  Low  clamping  factor 

g.  Useful  for  treating  power,  communication,  transmission  line  and  control 
cable  penetration. 

8.3. 3.2  Disadvantages 

a.  High  capacitance 

b.  Lower  surge  handling  capability  than  MOV's  or  spark  gaps  at  high 
clamoing  voltage. 

c.  Not  usually  employed  for  primary  penetration  treatment 
.4  Applications  for  Medical  Equipment 

The  PN  diodes  can  be  used  very  effectively  to  protect  sensor  and  control  cables 
on  medical  equipment.  A  typical  data  sheet  is  given  in  Figure  8.3 
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Figure  8.3  Typical  data  sheet  for  Silicon  Transient  Voltage  Suppressors. 


8.4  FILTERS 


8.4.1  Operation 

Filters  suppress  EMP  energy  in  two  ways.  Their  shunt  capacitor  elements  present 
a  low  impedance  to  ground  for  frequencies  above  the  bandpass  of  the  filter  whereas 
series  inductors  present  a  high  line  impedance  for  frequencies  below  the  bandpass  of  the 
filter. 

The  four  common  types  of  filters  are  low  pass,  high  pass,  bandpass  and  band 
reject.  Low  pass  filters  allow  freauency  components  from  dc  up  to  the  cutoff 
frequency  to  pass  with  low  attenuation  while  greatly  attenuating  frequency  components 
aoove  the  cutoff  frequency.  High  pass  filters  allow  frequency  components  above  cutoff 
to  pass  while  rejecting  those  frequencies  below  cutoff.  Bandpass  filters  pass  frequency 
components  within  a  defined  frequency  band  and  reject  it  outside  this  band.  Band 
reject  filters  reject  frequency  components  within  a  specified  frequency  band  and  pass 
the  frequency  components  outside  the  band. 

8.4.2  Applications 

Filters  are  usually  employed  as  secondary  penetration  treatments  since  they  have 
transient  damage  ratings  which  are  usually  much  lower  than  EMP  induced  transient 
which  have  not  been  limited. 

Filters  respond  to  frequency  components  regardless  of  amplitude  and  hence  can  be 
used  to  suppress  frequencies  that  are  not  strong  enough  to  activate  clamping  devices. 
Filters  are  useful  as  penetration  treatments  as  long  as  the  frequency  spectrum  of  the 
EMP  transient  is  well  within  the  operating  frequency  range  of  the  filter.  EMI  filters 
are  useful  for  r.  eating  power,  and  control  cable  penetrations. 

Filters  usually  require  primary  protection  becaus*-  they  contain  components  that 
can  fail  or  be  damaged  bv  arcing.  Filters  generally  have  a  transient  damage  threshold 
which  is  less  than  10X  which  is  their  maximum  rated  operating  voltage. 

8.4.3  Filter  Features 


8.4. 3.1 

Advantages 

a. 

Frequency  selective 

b. 

Can  protect  against  upset 

c. 

Low  cost 

d. 

Reliable 
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e.  Provide  EMI  protection 

8.4. 3.2  Disadvantages 

a.  Normally  requires  primary  protection 

b.  Large  size 

c.  EMP  threshold  is  not  specified 

e.  Attenuation  characteristics  are  unknown  for  most  penetration  treatment 
applications. 

f.  Reflected  EMP  energy  must  be  dissipated  elsewhere  in  the  system. 

8.4.4  Applications  for  Medical  Equipment 

Filters  can  be  used  effectively  for  power  line  protection,  when  used  together  with 
spark  gaps  or  varistors.  A  typical  data  sheet  is  given  in  Figure  8.4. 


Op«r»ting  Temperature: 

-55°C  10  - 1 2S°C 

Operating  Voliagt  'See  :ab'e  ce'ow 
-55°C  '0  ♦  1 2S°C 

Peak  Transient  Voltage 
( 10  usee  i  ©  25°C  iSee  :abie  be'ow  i 

Oitlactric  Strength: 

Twice  DC  Operating  Voltage  & 

*25°C  .  SO  mA  »n^mrri»m  fracing 
Current 

Insulation  Resistance: 

Measured  w.m  lOOVOC  50  m4 
maximum  charging  Current  © 
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Tesi  Son  page  24  I 
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Military  Specifications: 
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48  inch  or  maximum 
Marking: 
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c.rcuitrv,  and  date  code 
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Figure  8.4  Data  Sheet  for  a  typical  lumped  element  filter. 
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8.5  HYBRID  TRANSIENT  PROTECTION 


8.5.1  Operation 

All  devices  previously  described  have  major  limitations  connected  with  their 
protection  function.  Spark  gaps  have  excessive  clamping  voltage  overshoot  which  could 
damage  protected  circuits.  Varistors  have  a  finite  pulse  life  and  a  large  clamping 
factor  which  makes  them  only  useful  for  ac  applications.  Silicon  transient  voltage 
suppressors  and  filters  do  not  have  adequate  transient  power  handling  capability  to 
serve  as  a  primary  protection  device.  Hence,  adequate  penetration  treatments  for 
medical  equipment  will  require  a  hybrid  circuit  made  up  of  two  or  more  types  of 
penetration  treatments. 

Hybrids  can  be  self-designed  or  purchased  as  commercial  units.  The  hybrids 
considered  here  are  the  commercially  available  units  which  can  be  obtained  from 
.transient  protection  device  manufacturers. 

8.5.2  Applications 

HTP's  are  normally  employed  as  primary  penetration  treatments.  Units  are 
available  for  treating  power  cables,  communication  cables,  RF  transmission  lines  and 
control  cables. 

Factors  to  consider  in  selecting  HTP's  are  described  below. 

8.5.2. 1  Rated  Voltage  -  The  rated  voltage  should  equal  or  exceed  the  penetrations 
peak  operating  voltage. 

8.5. 2. 2  Rated  Current  -  The  rated  current  should  equal  or  exceed  the  penetra¬ 
tions  peak  operating  current. 

8. 5. 2. 3  Clamping  Voltage  -  The  clamping  voltage  should  be  greater  than  the 
penetrations  peak  operating  voltage  and  below  that  required  to  damage  the  protected 
circuit. 

8. 5. 2. 4  Surge  Current  -  The  rated  surge  current  should  be  greater  than  the  peak 
EMP  transient  current  for  the  transient  pulse  width. 

8. 5. 2. 5  Response  Time  -  The  response  time  should  be  several  nanoseconds  or  less. 

8. 5. 2. 6  Cutoff  Frequency  -  The  cutoff  frequency  should  be  equal  to  or  greater 
than  the  bandwidth  of  operating  signals  present  on  the  penetrations. 

8. 5. 2. 7  Form  Factor,  Connectors  and  Size  -  These  should  be  consistent  with 
application  requirements. 
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8.5.3  Hybrid  Transient  Protection  Features 


8.5.3.1  Advantages 

a.  Packaged  unit  requiring  routine  installation 

b. .  Some  HTP's  provide  both  primary  and  secondary  penetration  treatment 

c.  Bipolar  units  available 

d.  Units  available  for  treating  balanced  line  and  multiple  conductor  penetra- 
.  tions. 

8.5.3.2  Disadvantages 

a.  Surge  capability  of  some  units  are  not  well  defined 

b.  The  selection  of  HTP's  is  limited 

c.  A  specific  application  often  requires  modification  of  standard  unit 

d.  Available  standard  voltages  are  limited. 

8.5.4  Applications  for  Medical  Equipment 

Hybrid  combinations,  as  stated  in  previous  sections,  are  required  for  protection  of 
power  cables.  Typical  data  sheets  are  given  in  Figures  8.5  through  8.7. 


SPECIFICATIONS 


Line  Surge  Absorber  (LSA®) 

Memod  of  Protection  Type  1  -arsjie  Tnc  lSA*  kyms  a  snon  c»cu t 
acioss  me  protectee  nput  i*  <  faes 

Tyoe  m  Mosey  laesaie  There  >s  a  nano,  mgf  o(  overvoltages  wr*en  couc 
n  theory  mane  irw  ryoe  tax  ooen  cxeui  »  a  rxgny  prooatxe  mat  m«  tyre  aiso 
taxs  sate 

Configurations  Type  S  Balanced  Proreaxan  a  bom  common  mooe  (wen 
*ac  wen  resoeci  10  eanrti  ano  aflerence  mooe  (across  was) 

Type  U  Unoaunceo  Protector  a  ««n  resoeci  to  earn  or»y 

Mas.  Surge  Current  20.000  Amps  Test  waveform  Overoarpped  txxMt 

art  wave  wen  to  mcrosec.  cenoa  asng  5  ceroos 

Surge  Lite  at  500  Amps  500  surges  met 

Surge  Life  at  20.000  Amps  50  stages  mn 

Max.  Continuous  Overvoltage  NO  wra 

Max.  Surge  Voltage  No  rm*  . 
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K  50mm  (2"  i 

LSAv-xW  LI 20mm  (4  r\  W  85mm  (33"l  K  50mm  (2") 

Mounang  Standalone  boxes  can  oe  mounted  on  a  rae  we  Py  sxte 
Net  werght  LSAv2W.  0.«5kg  (I  *11 
LSAv-IW  0.9kg  (2  16) 

Model  Oesignaoon  ISA*  -  xwyi  where 
v  »  nommat  camping  vexage 
x  »  rxxnoer  o(  wres 
y  «■  B:  Balanced.  U  ixrCeanced 
z  *  F  tateate,  M.  mostly  taxsale 

Ordenng  inlormat.on  Nixreer  ol  lines  10  be  ondected.  max  sgna I  cunent. 
oeax  cr  peax-io-oeax  sgnat  voaage.  a  Ov  tne  grounoed  or  taeang.  a  me 
agnaf  AC  or  0C.  max  sgral  Ireouencv.  type  of  comeaor  reaurea.  max 
signs  atenuaixxi  aiowed.  type  of  enclosure  reoured.  A  On el  oesenooon  of  me 
acckcaaon  a  a  leenrveal  manual  ccrorvg  tne  crcm  of  ine  eauoment  lo 
se  craeasd  should  oe  super  ed  Soecxy  any  soeoal  efecincaf  or  mecnancai 
wjurwrurts. 
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Figure,  8.5  Data  Sheet  for  a  typical  class  C2  Communication/Control 
hybrid  Transient  Protector.  \ 
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Figure  8.7  Data  Sheet  for  a  typical  class  T1  RF  Transmission 
Line  hybrid  Transient  Protector; 
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8.6  SELECTED  EMP  HARDENING  DEVICES  FOR  MEDICAL  EQUIPMENT 

Two  specific  types  of  protection  designs  applicable  to  medical  equipment  are 
presented  in  this  section.  The  first  example  is  for  protecting  ac  power.  The  second 
example  is  for  sensor  and  control  interface  protection. 

8.6.1  AC  Power  Protection 

AC  power  lines  will  need  EMP  protection.  The  example  given  here  is  most 
suitable  for  mounting  in  an  EMP  vault,  at  the  wall  of  an  ISO-shelter.  The  EMP  vault  is 
constructed  such  that  the  EMP  surge  conducted  through  the  surge  arresters  is  diverted 
entirely  to  the  outside  skin  of  the  shelter.  The  protection  device  configuration  for  a 
three  phase  power  line  is  shown  in  Figure  8.8.  Device  types  are  1.)  MOV:  General 
Electric  V150LA10A,  and  2.)  filters:  RF1  RF741,  or  RFI  RF  9710-18,  or  MTK 
Electronics  MTK  835.  Equivalent  types  by  other  manufacturers  are  also  acceptable. 
This  configuration  will  reduce  a  2000V,  20A  Thevenin  equivalent  source  damped  sine 
pulse  to  a  safe  level  of  several  hundred  mV. 

8.6.2  Sensor  and  Control  Protection 

The  network  for  sensor  and  control  interface  protection  is  shown  in  Figure  8.9.  A 
pair  of  high  current  low  capacitance  diodes  such  as  the  Unitrode  UM  7101  pin  diode,  or 
equivalent  is  recommended.  This  protection  network  will  have  a  clamping  voltage  of 
1.5  volts  or  less. 
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9.  CONCLUSIONS  AND  RECOMMENDATIONS 

The  information  collected  and  analyses  completed  during  Phase  I  of  this  SBIR 
program  provides  a  good  database  for  use  in  achieving  the  Army's  goal  of  protecting 
critical  medical  equipment  against  EMP. 

Critical  equipments  have  been  identified  from  Maj.  Vandre's  survey  and  are  listed 
in  this  report.  Seventeen  of  these  equipments  were  assessed  for  EMP  vulnerability.  Of 
these,  eleven  were  found  to  be  vulnerable  to  EMP.  Since  circuit  designs  are  fairly 
similar,  it  is  probable  that  many  types  of  other  medical  equipment  are  also  vulnerable. 
Actual  tests  of  equipment  at  HDL  have  served  to  support  this  conclusion. 

Observations  made  from  the  site  surveys  indicate  that,  in  the  present  unprotected 
state,  equipment  in  Temper  tents  would  probably  be  damaged  during  an  exposure  to 
EMP.  With  an  unprotected  power  grid,  even  equipment  in  the  ISO-shelters  presently  in 
use  would  have  a  high  probability  of  damage. 

All  the  equipment  surveyed  in  this  program  will  not  be  hardened  to  EMP.  One 
reason  for  this  is  that  a  large  part  of  the  equipment  in  present  use  will  be  replaced. 
The  Defense  Medical  Standardization  Board  (DM5B)  is  asssessing  145  different  equip¬ 
ment  types.  Equipment  lists  are  included  in  Appendix  A  for  reference.  Groups  from 
each  type  may  be  from  several  manufacturers.  Another  reason  is  that  about  60%  of  the 
equipment  will  be  located  in  ISO-shelters,  and  will  therefore  be  at  least  partially 
protected  from  EMP.  This  equipment  will  be  fully  protected  when  hardened  ISO- 
shelters  come  into  use,  and  when  protection  has  been  deployed  in  the  power  grid. 

Techniques  for  protecting  individual  equipments  have  been  considered  and 
discussed  in  the  previous  chapter.  There  will  be  some  units  which  are  critical  and  which 
can  be  deployed  in  unprotected  areas.  These  units  must  be  identified  and  hardened 
individually.  One  cand'*date  is  the  Hi-Cap  X-ray  unit  presently  in  the  procurement 
process.  Standardized  layouts  developed  by  DMSB  will  facilitate  identification  of  other 
equipments  to  be  hardened. 
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Most  of  the  new  units  are  off-the-shelf  items.  Units  selected  for  individual 
hardening  will  then  require  a  form  of  a  product  improvement  program  (PIP)  to 
implement  and  maintain  the  hardening. 

A  cost-effective  methodology  must  be  implemented  to  the  product  improvement 
program.  Most  standard  "rigorous"  approaches  to  EMP  hardening  and  testing  would  be 
too  expensive.  Detailed  circuit  code  analyses  would  be  too  expensive  to  apply  to  a 
large  number  of  equipment  from  numerous  manufacturers. 

Medical  equipment  does  not  need  100%  confidence  of  survivability.  A  surviva¬ 
bility  of  80%  would  probably  be  sufficient.  This  means  looking  into  the  statistics  of 
survivability.  For  example,  one  must  determine  the  number  of  units  to  be  tested  for 
each  equipment  type  to  maintain  a  desired  confidence  level. 

The  PIP  will  involve  screening  and  testing  to  determine  which  equipment  doesn't 
survive  and  must  be  retrofitted  with  hardening.  Cost-effective  test  methods  will  have 
to  be  utilized.  This  will  call  for  use  of  small  simulators  or  pin-injection  testing,  which 
is  fast  and  relatively  inexpensive.  IRT  has  such  facilities  in-house. 

In  its  Phase  I  SBIR  program,  IRT  has  demonstrated  a  methodology  for  preliminary 
EMP  vulnerability  screening  of  medical  equipment.  An  approach  has  been  demonstrated 
whereby  seventeen  equipments  have  been  screened  in  a  short  time  period  under  a  cost- 
effective  program.  Proven  hardening  devices  are  available,  and  were  discussed  along 
with  specific  examples  in  the  previous  chapter. 

Phase  II  of  this  work  should  develop  a  sound  EMP  protection  program  for  medical 
equipment,  whereby  selected  equipments  are  screened,  tested,  and  retrofitted.  Some 
important  elements  and  issues  for  this  program  have  been  discussed  above.  Details  for 
this  program  will  be  discussed  in  IRT's  Phase  II  proposal. 
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APPENDIX  A 

MEDICAL  EQUIPMENT  LISTS 
OBTAINED  FROM  HDL  AND  MA3.  VANDRE 
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